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WORLDWIDE THREATS 


THURSDAY, FEBRUARY 26, 2015 

U.S. Senate, 

Committee on Armed Services, 

Washington, DC. 

The committee met, pursuant to notice, at 9:34 a.m. in room SD- 
106, Dirksen Senate Office Building, Senator John McCain (chair- 
man) presiding. 

Committee members present: Senators McCain, Inhofe, Sessions, 
Wicker, Ayotte, Fischer, Cotton, Rounds, Ernst, Sullivan, Reed, 
Manchin, Shaheen, Gillibrand, Donnelly, Hirono, Kaine, and King. 

OPENING STATEMENT OF SENATOR JOHN McCAIN, CHAIRMAN 

Chairman McCain. Well, good morning. Good morning, every- 
body. 

We have some nominations that, when we get sufficient number 
of frightened members who couldn’t brave the snow today to come 
in — and we also have a — that 

Glad to see the Senator from Maine here, who is used to this 
kind of weather year-round. 

So, anyway, so we’ll — if we get a quorum, we’ll talk about the 
nominations. 

And also. I’d like to tell the members here that Senator Reed and 
I have agreed on a letter to the Budget Committee concerning our 
views as to what the Budget Committee should do on Defense. And, 
hopefully, we’ll circulate that letter and get as many signatures as 
possible. Both Senator Reed and I have reached agreement on that 
letter, and I’d like you to look at it, and as many as possible can 
sign it. 

The committee meets today to receive testimony on the nature 
and scope of the global threats faced by the United States and our 
allies. 

I want to welcome James Clapper, Director of National Intel- 
ligence, and General Vincent Stewart, the newly confirmed Direc- 
tor of the Defense Intelligence Agency. Thank you for being with 
us today. 

The committee recently conducted several hearings with some of 
our most respected national security leaders to explore the need for 
strategic thinking to address the threats we face. In the course of 
those hearings, these military and foreign policy leaders all agreed 
that the current international environment is more complex and 
dangerous than at any time in recent memory. 

On the terrorism front, ISIL continues to dominate much of Syria 
and Iraq while spreading its dark and vicious ideology in its effort 
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to become the dominant Islamic extremist group in the world. At 
the same time, the risk of attacks by foreign fighters returning 
from the battlefield, or lone-wolf threats inspired by ISIL’s suc- 
cesses, only increases the danger to the West. And Yemen, Afghani- 
stan, Pakistan, Africa, al Qaeda and its affiliated groups continue 
to take advantage of ungoverned spaces to plan attacks against the 
United States and Western interests. 

Simply put, we are engaged in a generational fight for civiliza- 
tion against brutal enemies, and defeating these enemies require 
significant intelligence resources and focus, given the diffuse and 
constantly evolving nature of the threat. 

But, as we continue the fight against Islamic extremists, we 
must not lose sight of the other strategic threats we face. As the 
world ponders how to respond to Russia’s invasion and dismember- 
ment of Eastern Ukraine, Russia’s provocations are only more wor- 
risome in light of Vladimir Putin’s intense focus on building up and 
modernizing Russia’s military forces and doctrine and the geo- 
political ambitions that these new Russian capabilities are de- 
signed to further. 

In Asia, stability and security of a vital and economically signifi- 
cant region is threatened by North Korea’s continued aggression, 
buildup of its nuclear arsenal, and development of long-range bal- 
listic missiles. The far greater challenge is China’s dramatic growth 
and modernization of its own military capabilities, which appear 
designed to restrict the United States military’s ability to operate 
in the western Pacific. 

That chart over there is very interesting, in that it shows the ex- 
pansion by China in areas of the South China Sea. And I hope our 
witnesses might comment on the fact that, apparently, they are fill- 
ing in enough of that area to perhaps employ weaponry such as 
anti-air and other capabilities. 

Anyway, Iran continues to exert malign influence throughout the 
Middle East and Africa, using proxies in Lebanon, Syria, Iraq, 
Sudan, Yemen, Gaza, and Bahrain, to undermine United States 
strategic interests. In fact, the Iranian influence and presence in 
Iraq have become one of the key factors and, it seems, limitations 
in United States policy planning in Iraq and Syria. We must also 
remain focused on the myriad potential threats of the future and, 
thus, maintain technological superiority against potential adver- 
saries. Today this is of most concern in the cyber and space do- 
mains, where we see increasingly capable and aggressive activities 
by nation-state adversaries in areas with few established norms. 

I’d appreciate our witnesses’ thoughts on each of these major 
issues. As policymakers, we look to the intelligence committee — 
community to provide timely and accurate information about the 
nature of the threats we face, the intentions of our adversaries, and 
the likely effect of certain actions we could take. In an age of in- 
creasing threats and flat defense budgets, the need for accurate in- 
telligence about the plans and intentions of global actors becomes 
even more paramount. 

Again, I want to thank Director Clapper and General Stewart for 
testifying today. I look forward to your assessments of the nature 
and scope of the myriad threats we face, how the intelligence com- 
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munity prioritizes and approaches these many threats, and which 
of these many issues concern you the most. 

Senator Reed. 

STATEMENT OF SENATOR JACK REED 

Senator Reed. Well, thank you very much, Mr. Chairman. 

Let me join you in welcoming our witnesses. As they know very, 
very well, we currently face an alarming number of complex and 
varied national security challenges from many corners of the globe. 
And our witnesses’ views on, and assessments of, these challenges 
are critical to the work of this committee. 

Last week, I traveled to Pakistan, Afghanistan, and Iraq, and 
had the opportunity to meet not only with the leaders in those 
countries, but also with the United States civilians and uniformed 
personnel who are so ably and courageously serving the United 
States. 

In Iraq, our military commanders stressed that, despite the set- 
backs that extremist fighters have suffered, ISIS remains capable 
militarily. It continues to consolidate its power in the region, in- 
cluding through the coercion of local populations. Coalition air- 
strikes have enabled local security forces, including Kurdish 
peshmerga and the Iraqi government’s newly established militias, 
many of them Shi’a, to begin to gain ground from ISIS. But, con- 
cerns remain about when Iraq Security Forces will be ready to 
launch a counteroffensive to take Mosul and about Iran’s growing 
influence inside Iraq. I look forward to hearing the witnesses’ views 
on Iraq and the capabilities of both the military and the new gov- 
ernment. 

In Afghanistan and Pakistan, the Taliban remains resilient, de- 
spite coming under pressure on both sides of the border. The chal- 
lenge for United States forces in Afghanistan will be to keep the 
counterterrorism pressure on the Taliban even as we build the ca- 
pacity of Afghan Special Operations Forces to ensure that Afghani- 
stan does not once again become a haven for al-Qaeda and other 
terrorists. We would be interested in our witnesses’ views on the 
Taliban threat for the 2015 fighting season, the possibility of Paki- 
stan-supported reconciliation talks with the Taliban and the Gov- 
ernment of Afghanistan, and the significance of reports of a grow- 
ing ISIS presence in Afghanistan and Pakistan. 

On Iran, the diplomatic effort to prevent Iran’s acquisition of nu- 
clear weapons are ongoing, and the end of March is the next point 
at which we will assess Iran’s intent with regard to its nuclear pro- 
gram. I hope the witnesses will provide us with an update on the 
intelligence community’s thinking with regard to negotiations and 
our assessment of Iran’s activities in the region under the two pos- 
sible scenarios: deal or no deal. 

In Syria, coalition airstrikes of the naval Kurdish fighters to re- 
gain control of Khobani and expand outward, but ISIS remains a 
formidable force. General Nagata will begin training the moderate 
Syrian opposition in the coming months. And, if successful, these 
forces could, over time, assist the coalition to promote the condi- 
tions for a political settlement. Just last week, at a Regional Chiefs 
of Defense Conference, the United States and Turkey signed a key 
agreement to allow training of these forces to begin in Turkey once 
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recruits are identified. I am interested in the witnesses’ views on 
the potential of this Syrian training initiative and the challenges 
we’ll face. 

In Europe, the post-cold-war international order is under threat 
from a Russia that seeks to intimidate the Ukraine and other 
neighboring countries through the creation or perpetuation of con- 
flicts at increasingly aggressive military activities. Your assess- 
ment of the size of Russia’s military buildup and President Putin’s 
intentions could be of interest to the committee. 

We’ve faced a different, but no less complex, series of challenge 
in the Asia-Pacific region. A recent cyber attack on Sony by North 
Korea illustrates the unpredictable and coercive nature of that re- 
gime and demonstrates that even a relatively small and weak 
rogue nation taking advantage of our unparalleled dependence on 
electronic networks can reach across the ocean to cause extensive 
damage to a United States-based economic target through cyber- 
space. Furthermore, while Chinese cyber attacks are not as public, 
they are just as problematic and continue to pose a security chal- 
lenge to the United States. We would be interested to know wheth- 
er we can expect more attacks of this nature and what we can do 
to make our systems and our Nations more resilient in the future. 

Finally, we have a threat close to home, and that is sequestra- 
tion. It is a threat that jeopardizes not only our National security, 
but our public safety, health, transportation, education, and envi- 
ronmental resources, as well. As we receive testimony today on the 
current and future threats to our National security, we here in 
Congress must be mindful of the necessity to find a balanced and 
bipartisan solution that includes a repeal of sequestration. 

Thank you again for appearing today, and I look forward to hear- 
ing your testimony. 

Chairman McCain. Welcome the witnesses. 

General Clapper. 

STATEMENT OF JAMES R. CLAPPER, DIRECTOR OF NATIONAL 

INTELLIGENCE 

Mr. Clapper. Chairman McCain, Ranking Member Reed, and 
members of the committee, it’s a great pleasure and honor for me 
to be here with General Vince Stewart. And he and I are here 
today to update you on some, but certainly not all, of the pressing 
intelligence and national security issues facing our Nation. 

I need to note up front that there were some classified issues we 
discussed in our closed hearing on Tuesday that we won’t be able 
to discuss as fulsomely in this open televised hearing. 

In the interest of time and to allow for questions, I will only 
cover some of the wave tops on behalf of both of us. Two overall 
comments at the outset: 

One, unpredictable instability is the new normal. The year 2014 
saw the highest rate of political instability since 1992, the most 
deaths as a result of state-sponsored mass killings since the early 
1990s, and the highest number of refugees and internally displaced 
persons, or IDPs, since World War II. Roughly half of the world’s 
currently stable countries are at some risk of instability over the 
next 2 years. 
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The second overall comment is, this pervasive uncertainty makes 
it all the harder to predict the future. 2014 and 2015 saw a number 
of events that illustrate this difficulty: the North Korean attack on 
Sony, the most serious and costly cyberattack against United 
States interests to date, the ebola epidemic, and the small-scale but 
dramatic terrorist attacks in Australia, Belgium, Canada, Den- 
mark, France, and the United States. 

Again this year. I’ll start with cyber threats. Attacks against us 
are increasing in frequency, scale, sophistication, and severity of 
impact. Although we must be prepared for a catastrophic large- 
scale strike, a so-called “cyber Armageddon,” the reality is that 
we’ve been living with a constant and expanding barrage of 
cyberattacks for some time. This insidious trend, I believe, will con- 
tinue. Cyber poses a very complex set of threats, because profit-mo- 
tivated criminals, ideologically motivated hackers, or extremists in 
variously capable nation-states, like Russia, China, North Korea, 
and Iran, are all potential adversaries, who, if they choose, can do 
great harm. Additionally, the methods of attack, the systems tar- 
geted, and the victims are also expanding in diversity and intensity 
on a daily basis. 

2014 saw, for the first time, destructive cyberattacks carried out 
on United States soil by nation-state entities, marked first by the 
Iranian attack against the Las Vegas Sands Casino Corporation, a 
year ago this month, and the North Korean attack against Sony in 
November. While the both of these nations have lesser technical ca- 
pabilities in comparison to Russia and China, these destructive at- 
tacks demonstrate that Iran and North Korea are motivated and 
unpredictable cyber actors. 

Russia and China continue to develop very sophisticated cyber 
programs. While I can’t go into detail here, the Russian cyber 
threat is more severe than we had previously assessed. And Chi- 
nese economic espionage against United States companies remains 
a major threat, despite detailed private-sector reports, scathing 
public indictments, and stern U.S. demarches. 

With respect to non-nation-state entities, some ideologically moti- 
vated cyber actors expressing support for ISIL have demonstrated 
their capabilities by hacking several social media accounts. The so- 
called “Cyber Caliphate” successfully hacked CENTCOM’s Twitter 
account and YouTube page in January, and, 2 weeks ago, hacked 
Newsweek magazine’s Twitter handle. 

The most pervasive cyber threat to the U.S. financial sector is 
from cyber criminals. Criminals were responsible for cyber intru- 
sions in 2014 into JPMorgan, Home Depot, Target, Nieman 
Marcus, Anthem, and other United States companies. And, in the 
future, we’ll probably see cyber operations that change or manipu- 
late electronic information to compromise its integrity instead of 
simply deleting or disrupting access to it. In the end, the cyber 
threat cannot be completely eliminated. Rather, we must be vigi- 
lant in our efforts to detect, manage, and defend against it. 

Moving on to terrorism. In 2013, just over 11,500 terrorist at- 
tacks worldwide killed approximately 22,000 people. Preliminary 
data for the first 9 months of 2014 reflects nearly 13,000 attacks, 
which killed 31,000 people. When the final accounting is done, 2014 
will have been the most lethal year for global terrorism in the 45 
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years such data has been compiled. About half of all attacks, as 
well as fatalities, in 2014 occurred in just three countries: Iraq, 
Pakistan, and Afghanistan. 

I’m drawing this data — the Islamic State of Iraq and the Levant 
(ISIL) conducted more attacks than any other terrorist group in the 
first 9 months of 2014, and in — credit where credit’s due. I’m draw- 
ing this data from the National Consortium of the Study of Ter- 
rorism and Responses to Terrorism, or START, at the University 
of Maryland. 

The recent terrorist attacks in Europe emphasize the threat 
posed by small numbers of extremists radicalized by the conflicts 
in Syria and Iraq. The global media attention and widespread sup- 
port in extremist circles for these attacks probably will inspire ad- 
ditional extremists to conduct similar attacks. 

And ISIL, al Qaeda, and al Qaeda in the Arabian Peninsula, and, 
most recently, al-Shabaab, are calling on their supporters to sup- 
port lone-wolf attacks against the United States and other Western 
countries. Of the 13 attacks in the west since last May, 12 were 
conducted by individual extremists. 

Since the conflict began, more than 20,000 Sunni foreign fighters 
have traveled to Syria from more than 90 countries to fight the 
Assad regime. Of that number, at least 13,600 have extremist ties. 
More than 3400 Western fighters have gone to Syria and Iraq. 
Hundreds have returned home to Europe. About 180 Americans or 
so have been involved in various stages of travel to Syria. I should 
point out this is those who’ve attempted to go, didn’t get there, 
those who got there and were killed, those who got there, fought, 
and went to another country, and some number who have come 
back. A relatively small number have returned, and we’ve not iden- 
tified any of them engaged in attack plotting. Nevertheless, the 
homegrown violent extremists continue to pose the most likely 
threat to the Homeland. Lone actors or insular groups who act au- 
tonomously will likely gravitate to simpler plots that don’t require 
advanced skills, outside training, or communication with others. A 
small, but persistent, number of Sunni terrorist groups remain in- 
tent on striking the United States and the west, some of whom still 
see commercial aviation as an appealing target. 

Moving to the Mideast, ISIL is increasing its influence outside of 
Iraq and Syria, seeking to expand its self-declared caliphate into 
the Arabian Peninsula, North Africa, and South Asia, and planning 
terrorist attacks against Western and Shi’a interests. ISIL’s rise 
represents the greatest shift in the Sunni violent extremist land- 
scape since al Qaeda affiliates first began forming, and it is the 
first to assume at least some characteristics of a nation-state. 

Spillover from the Syrian conflict is raising the prospect of insta- 
bility in Lebanon, Jordan, and Saudi Arabia. In Iraq, sectarian con- 
flict in mixed Shi’a/Sunni areas is growing, and, if not blunted, will 
undermine progress against ISIL. While Prime Minister Abadi has 
begun to alter the ethnosectarian tone in Iraq, resistance from his 
Shi’a political allies and persistent distrust among Iraqi leaders 
will limit progress toward a stable, inclusive political environment. 

ISIL’s ability to conduct large-scale offensive operations in Iraq 
has been degraded by coalition airstrikes, the provision of weapons 
and munitions by the United States and other allies, and stiffened 
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defenses by the Iraqi Security Forces, Kurdish peshmerga, Shi’a 
militants, and tribal allies, not to mention the Iranians. However, 
ISIL remains, as we’ve seen, a formidable and brutal threat. 

Moving to Syria and parts of western Syria, the Syrian regime 
made consistent gains in 2014, but it will require years for it to re- 
assert significant control of the country as a whole. The regime has 
a clear advantage over the opposition, which is plagued by disunity 
as well as firepower, manpower, and logistical shortfalls. Right 
now, they’re incapable of militarily ousting Assad, and will prob- 
ably remain so in 2015. 

Assad is confident. He thinks the war is winnable. The conflict, 
with over 202,000 people killed — estimated to have been killed — 
will continue to threaten the stability of its regional neighbors and 
foster the rise of regional sectarianism and extremism. As well, it 
will strain the region’s fragile economic balance as millions of refu- 
gees continue to flee the conflict. Over 52 percent of Syria’s prewar 
population, or about 11.4 million people, has been displaced. 

Iran is exerting its influence in Syria, Iraq, and Yemen. Tehran 
has provided robust military support to Damascus and Baghdad in 
the form of arms, advisors, funding, intelligence collection, elec- 
tronic warfare, and cyber support, and combat support. More 
broadly, Iran will face many of the same decision points in 2015 
as it did in 2014. Foremost is whether the Supreme Leader will 
agree to a nuclear deal. He wants sanctions relief, but, at the same 
time, to preserve his options on nuclear capabilities. 

In Libya, two rival governments emerged, so the country has no 
clear legitimate political authority and is embroiled in a civil war. 
External support to both sides by countries in the region has fur- 
ther stoked the violence. Extremists and terrorist groups affiliated 
with al Qaeda and ISIL are exploiting Libya’s permissive security 
environment. They’re using the country to train and to plot. ISIL’s 
beheadings of the Coptic Christians highlight the growing threat 
posed by ISIL and affiliated groups in Libya. 

Moving to Yemen, the evacuation of our Embassy in Sana’a has, 
for now, reduced the effectiveness of our counterterrorism efforts. 
After President Hadi’s attempted resignation and the Huthi’s uni- 
lateral dissolution of the government, Yemen’s political future and 
stability are, at best, uncertain, particularly with Hadi’s apparent 
escape to Aden and perhaps his reassertion of his presidential au- 
thorities. Iran has provided support to the Huthis for years, and 
there ascendancy is increasing Iran’s influence. 

Let me move briefly to Russia. The crisis in Ukraine is entering 
its second year and is achieving — and achieving a lasting solution 
that allows Kiev to pursue western integration will be difficult, to 
say the least. Moscow sees itself in direct confrontation with the 
west over Ukraine, and will be very prone to overreact to United 
States actions. Putin’s goals are to keep Ukraine out of NATO and 
to ensure separatist control and autonomous entity within Ukraine. 
He wants Moscow to retain leverage over Kiev. And Crimea, in his 
view, is simply not negotiable. 

Russian dominance over the former Soviet space is Russia’s high- 
est foreign policy goal. Falling oil prices, Ukraine-related costs, and 
Western sanctions have spurred double-digit inflation and have 
tipped Russia’s economy towards recession. Russia will continue to 
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possess the largest, most capable foreign nuclear ballistic missile 
force. Russia’s weapons modernization plans will focus on strategic 
warfare and ways to mitigate what they think are our advantages, 
like prompt global strike. 

China. China’s leaders are primarily concerned with domestic 
issues: the Communist Party’s hold on power, internal stability, 
and economic growth. Although China is looking for stable ties 
with the United States, it’s more willing to accept bilateral and re- 
gional tensions in pursuit of its interests, especially on maritime 
sovereignty issues. And, as you noted. Chairman McCain, China is 
expanding and accelerating the buildup of outposts in the South 
China Sea, to include stationing for their ships and potential air- 
fields. More broadly, they continue an aggressive military mod- 
ernization program directly aimed at what they consider to be our 
strengths. Their military training program last year included exer- 
cises unprecedented in scope, scale, and complexity to both test 
modernization progress and to improve their theater warfare capa- 
bilities. President Xi Jinping is pursuing an ambitious reform agen- 
da that risks both leadership tensions and domestic unrest. The 
slowdown of the Chinese economy is reinforcing the leader’s neu- 
ralgia about internal stability and reinforcing a harsh crackdown 
on internal dissent. 

Needless to say, there are many more threats to United States 
interests worldwide that we can address, many of which are cov- 
ered in detail in our statement for the record — notably, the classi- 
fied version — such as Afghanistan, North Korea, and weapons of 
mass destruction. 

But, I think, with that grim litany, will — I will stop and will 
open to your questions. 

[The prepared statement of Mr. Clapper follows:] 
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GLOBAL THREATS 


CYBER 


strategic Asaesement 

Cyber tbnsats to US natiooal and economic security are Increasing In frequency, scale. sophielicaUon, 
and severity of Impact. The ranges of cyber Ihreal actors, mett- ods of attack, targeted systems, and 
vtaMms are also expanding. OversH, the unclassified Infomiallon and communtcallon teefinology (ICT) 
networks that support US Government, miliary, commercial, ard social aclivilies remain vulnerable to 
espionage endfor disivpiion. However, the likelhood of a cata: bopMc attack from any particular eclor s 
remote at this time. Rather than a 'Cyber Arniageddon* scerwiio that debUllales the entire US 
infrastnicture. we envision somelhing diffarenL Wo foresee an ongoing series of low-lo-moderats level 
cyber attacks from a variety of sources over lime, which wll Impose cumulative costs on US economic 
competitiveness and national security. 

• A growing number of compUer forensic studies by mdusby experts strongly suggest that several 
nations — including Iran and North Korea — have undertaker offensive cyber operations against private 
sector targets to support Iheir economic end foreign policy tibjecllves. at limes concurrent with 
political crises. 

Risk. Oespila ever-improving network defenses, the diverse prssibililies for remote hacking ininfsions, 
supply chain operations to Insert compromised hardware or sofwaie. and malevolsnt activities by human 
Insiders will hold nearly all ICT systems at fisk for years to come. In short, the cyber threat cannot be 
eliminated; rather, cyber risk must be managed. Moreover, the risk calculus employed by some private 
sector entilfes does not adequately account lor foreign cyber Ih eats or the systemic Interdependenaes 
between differeni critical infrastructure sectors. 

Costs. During 2014, we saw an Increase In the scale and scope of reporting on malevoleni cyber activity 
that can be measured by the amount of corporals data stolen c deleled. parsonaHy ktentlflable 
Infomiallon (Pll) compramisad. or remediation costs Incurred by US viclimB For example: 

• After the 2012-13 distribuled denial of servica <DOOS) attacks on the US financial sector. JPMorgan 
Chase (JPMorgan) announced plans for annual cyber security expenditures of S2S0 million by Ihe 
and of 2014. After Ihe company suffered a hacking Intnisian in 2014, JPMorganS CEO said he would 
probably double JPMorgan's annuel oomputer security bud jet wHhln the next five years. 

• The 2014 data breach at Home Depot exposed tnfomiatlon from SO mllHon credil/deblt cards and 53 
million customer email addresses Home Depot esbrnaled be cost of the breach to be 562 mWlan. 

• In 2014. unaulhonzed computer intrusions were delected oi ttie networks of the Office of Personnel 
Management (0PM) as well as ks contractors. US Investigiitiona Senrioe* (USIS) and KeyPoint 
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Government SoMlons. The two contractom were involved m processing sensitive Pit relaled to 
national security cleeranoes for Federal Government empicyees. 

• In August 2014, the US company, Community Health Systems, informed the Securities and 
Exchange Commissron that N tyelleved hacXers •origmaiting from China* had stolen P(l on 4.5 mWton 
individuals. 

AttrtbuUon. Although cyter operators can infiHrale or disrupt (iirgeted ICT networks, most can no longer 
aaaurrw that their activities will remain undetected. Nor cen they assume that if detected, they wlH be 
able to conceal their identities. Governmental and private 6ectc<r securtty professionals have meda 
significant advances in delecting and attributing cyber intruslon«i. 

• In May 2014, the US OepartmenI of Justice indicted five ofl cers from China's Peoples’ Liberation 
Amy on charges of hacking US companies. 

• In December 2014, computer securtty experts reponed that members of an Iranian organixation were 
respor>sibie for computer operations targeting US mfllary, t^nsportallon. public uiiity. and other 
crflical ktbsslructure networks. 

Deterrsnee. Numerous actors remain undeterred from conducing economic cyber espionage or 
perpetrating cyber attacks. The abserKe of universally accepted and enforceabia noims of behavior in 
cyberspace has contributed to this situalion The moth/ation to :onduct cyber altacki and cyber 
espionage will probably remain sirong because of the relalive ease of these operations end the gains 
they bring to the perpetrators. The result is a cyber environmerit In which multipie actors conUnue to test 
their adversaries' technical capabilities, politicai resolve, end Ihieaholtfs. The muted response by most 
vIctimB to cyber attacks has created a permissive environment m which low>level attacks can be used as 
a ooerciva tool shorl of war, w«h relatively low risk of retalletlon Additionally, even when e cyber attack 
can be altribuled lo a speciHc actor, the forensic attribution ofte t raquires a signircant amount of time to 
complete Lor>g delays between Ihe cyber attack and determim rtion of attribution likewise reinforce e 
permissive envlronmertt. 

Threat Actors 

Politically motivated cyber attacks are now a growing realty, and foreign actors ere r6connolterir>g and 
developing aocees lo US crHIcaf infrastrudure systems, which might be guickty expioiled for disruption I 
an adversary's Intent became hoetlls in addKIon. (hose condurXing cyber espionage are lergeting US 
government. mlHtary, and oommercial networks on a daily basis . These threats come from a r8r>ge of 
actors, irtdudlng: ( 1 ) nation states with highly sophistrcaied cyt er programs (such as Russia or China). 
(2) naitotu wTth lesser lechr>icai capabilities but possibty more clsrupbva mfent (such as Iran or North 
Korea), (3) proftt-motivated crimirials. and (4) Ideologicaify mob/ated haoKera or extremists. 

OisUnguishing between state and non-state acton wtihin the tame counby is often difficult— especially 
when those varied actors ecUvety coUaborata, tacftly cooperate, condone crimir>al activity that only harms 
foreign victims, or utilize similer cyber tools. 

Russte. Russia's Minisiry of Defer>6e ts establishing Its own cyoer command, which— according lo senior 
Russian military officials— will be reeporalbie for conducting oTkinsive cyber activities, including 
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propaganda oparaltons and Smarting matwara Into enemy cominand and control syaiams, Russia'a 
armed forces era also eftabHshing a •peciaN 2 ed branch tor computer network operaUont. 

• Computer security studies assert that unspectfled Russtan <7001 actors are developtng means to 
access Industrial control systems (ICS) remoWy. These systems manage crIUcal infrastructures such 
as etectdc power grids, urban mess-transit systems, air-traffic control, and oH and gas dialritHiUon 
networks. These unspedfiad Russian actors have successfully compromised the product supply 
chaint of three ICS vendors so that customers download e> ptottatlve malware dkeclty from (he 
vendors' websites along with routine software updates, accxding to private sector cyber securi^ 
experts 

CMna. Chinese economfc espionage against US companies rf-malns a significeni issue- The 'advanced 
persistent Ihrear activlUes continue desprte detaMd private eacior reports, public indumants. and US 
demarches, aocordstg to a computor security study. China is a n advanced cyber actor, however, 

Chinese hackers often use less sophisticated cyber tools to aaess targets. Improved cyber defenses 
would require hackers to use more sophisUcaled skills and make China's economic espionage more 
costly and difficult to conduct. 

Inn. Iran very llkaly values Hs cyber program as one of many I ^ols tor carrying out asymmetric but 
proportlonai retaTulion sgainsl poltieat foes, as well as s sophk ticated means of coHecUng mtaMgence 
Iranian actors have been tmpOcated in the 2012-13 DDOS attacks agaioBt U 8 financial institutians and in 
the February 2014 cyber attack on the Las Vegas Sands casint* company. 

North Kona. North Korea is another state actor that uses its cyber capabitities tor poHtica) objectives. 
The North Korean Government was responsible for the Novemiter 2014 cyber attack on Sony Ficturea 
Entertainment (SPE). which stole corporate information and introduced hard drive erasing malware into 
the company’s network infrastructure, according to the FBI Th » attack cokKided with the planned 
retoaae of a SPE feature fRm satire that depicted the planned attsasslnation of the North Korean 
presUenL 

reriurfsfa. Terrortst groups win continue to experlmeni with hacking, which oouM serve as the 
foundation tor developing more advanced capabiilties, Terrorist sympathizers wll probably conduct tow- 
level qber attacks on bahaif of terrorist groups and attract aHantion of the media, which might exaggerate 
the caprtittlies and threat posed by these actors. 

Integrity of Information 

Most of the public discussion regarding cyber threats has focus sd on the confidenliaJily end avaitabMty of 
intormatlon; cyber espionage undermines confidentlaftty, whereas dentai-of-eervioe operations sruf data- 
deleUon attacks undermine avaiiabiMy. in the future, however, we mighi also see more cyber operations 
(hot wNl change or maniputale electronic Informallon In order to compromiae Hs integrity (l.§. accuracy and 
reliabltty} Inslead of deleting N or disrupting access to R. Dscisionmaking by senior government officials 
(civnan arvj mWary), corporate executives, investors, or others win be impaired if they cannot trust (he 
intormatlon they are receiving. 
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• Successful cyber operatlorK largetlr>9 the iniegnty of mfonr ation would need to overcome any 
instMutionaHied checks and balances designed to prever>t t ie manipuialion of data, for example, 
market monitoring and deahng functions in the fknarK/al sartor. 


COUNTERINTELLIGENCE 


We assess that the leading stale mielllgenc# threats to US interests in 201S will continue to be Russia 
and China, based on thek capabrHtles. intent, and broad oparst onal scopes. Other states In South Asia, 
the Near East, and East Asia will pose increasingly sophisticated local ar>d reglonai Iniefllgenoe threats to 
US Interests. For example. Iran's Intelligence and security services continue to view the United States as 
a primery threat and have stated publldy that they monKor and counter US activities in the region. 

Penetrating the US national dedslorvnakng apparatus and inteNIgence Community will remain primary 
objectives for foreign Intelligence entities. Addittonatiy, the taig-jtlng of national security mformalion and 
proprlalary mformation from US companies and research lf>8tltL>tlons dealing with defense, energy, 
finance, dual-use technology, and other areas will be a persistent threat to US interests. 

Norvstate enilUes, including transnational organized criminals and lerrorista, wil continue to employ 
human, technicel. and cyber intelligence capabilities that prasaut a slgnlflcanl counterinteNigenoe 
chaliange. Uke state Inietllgence services, these non-state entities recruH sources and perform physical 
and technical surveillance to mutate their ntegai activities and svold detection otkI catsture. 

The internaltonalizalion of critical US supply chains and servica mfrastructure, Including for Ihe ICT, cMI 
mfrastruclure. and national security sectors, increases the potential for subversion This threat includes 
individuals, small groups of "hacktivists,” commercial firms, and slate Inietllgence services 

Trusted ir\5lders who disclose sensitive US Government Informitlon without authorization wiM remain a 
significant threat in 2015. The lechrtical sophistication and availability of information technology that can 
be used for nefarious purposes exacerbates this threat. 


TERRORISM 


Sunni violent extremists are gaming momentum and the number of Sunni vtolenl extremist groups, 
members, and safe havens is greater than at any other point m history. These groups chailenga local 
and regional governance and threaten US allies, partners, attd ntarests. The threat to key US allies end 
partners will probably Increase, but the extent of the tncrease Will depend on the level of success lhat 
Sunrti violent extremists achieve in seizing and holding territory whether or not attacks on local regimes 
and calls for retaliation agairksi the West are accepted by their ley audiences, end the durebMlty of the 
US-led coaUUon in ksq and Syria 
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Sunni viotert exiremisis have laton advaniags ol nagile of uns able Mu»l«n-m«|oflly countrln to mako 
lemlorial advances, seen m Syria and (foq. and will probably ccnOmie to do so Ttiay also coouibule to 
regime instabimy and mternsl connici by engaging In high lavelE or violence Most will be unable to seize 
and hold lerntory on a large scale, however, as long as local, regional, and International support and 
resources are available and dedicaled to halting their progress. The Increase In the number of Sunni 
violent extremist groups also rwH probably be balanced by a lac< of cohesion and authoritative leadership. 
Allhough the January 2015 adBcks agalnsi Charlie Hebdo m Psrls Is a reminder of Ihe threat to ttie West, 
most groups place a higher prtohty on local concerns than on a tacking the so-called far enemy— (he 
United Stales and the West— as advocated by cars al- Qaida. 

DWerencea In Ideology and tactics will foster competition amoo.| some of these groups, pamcularly If a 
unifying Tigura or group does not emerge In some cases, grou »— even » hostile to each other— win ally 
against common enemies. For eiampia. some Sunni violeni a» Iremisls win probably gain support from 
llke-mindod kisurgenl or anU ragime groups or within diselfecte 5 or dlsenfranchlaed communities 
because they share Ihe goal of radical regime change. 

Although most homegrown violent axtreimsls (HVEsJ will probady continue to aspire to travel overseas, 
paitrcularty to Syria and Iraq, they wl!l probably remain the mos Skely Sunni violent extremist threat to the 
US homeland because of then Immadiaia and diiect access Sxne imghl have been Inspired by cans by 
the Islamic State of Iraq end the Levant (ISIL) In tale Seplembe ' for Individual Jlhadlsls m the West lo 
retaliala for US-led alrstnkes on ISIL Attacks by lone actors am among the most difficult to warn about 
because they offer lew or no signatures 

K ISIL were to substantiaSy increase Ihe prtorlty k places on atUrcklng Ihe West rather ttun lighting to 
maintain and expand terrllonal coniral. than the group's access to radicalized Westerners who have 
fought in Syria and Iraq would provide a pool of operatives who potentially have access to the Unhed 
Slates and other Western countries Skica Ihe conlUct began In 201 1. more than 20.000 foreign 
fighters— at least 3,400 of whom are Wcsiamars— have gone lu Syria from mom lhan 90 counirlas. 


WEAPONS OF MASS DESTRUCTION AND PROUFERATION 


Nation-stales' efforts to develop or acquire weapons of mass dnstrucbon (WMD). lhair detivary systems, 
or their underlying lachnologlas constkiile a major threal to the sacunty ol the Unitad Stales, Us deployed 
Itoops, and aWes. Syrian rogkne use of chemical weapons egainsi Ihe opposition lunher demonstrates 
that the threat of WMD Is real. The timo wtien only a few staler had access lo the most dangerous 
technologies Is past. Biological and chemical materiats and lacnnologies, almost always dual-uaa. move 
easily In the globakzad ecommy, as do personnel with the sde ittfic expertise to design and use them. 
The latest discoveries in the me sdences also diffusa rapidly arxind the globe. 

Iran Preserving Nuclear Weapons Option 

Wo conUnue lo assess that Iran's overarching strategic goals oi enriandng its secunty, prestiga, and 
regional Inffuence have lad It to puisue capabilities to mesi its crvWan goals and give It the ability lo build 
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mte»#B-<JeHwral>le nuclear weapons, I p ctiooses to do so. W« do not know wneihor Iran will eventually 
decide lo Oulid nuclear weapons. 

We also condnua to assess insi Iran does nol lace any insunnconlapla lechnical barriers lo producing a 
nuclear weapon, making Iran’s poWical w)l toe cerural issue. However, Iranian Implemenlallon ol toe 
Jolnl Plan ol Aclion (JPOA) has al least lemporailly InlubMed fulher progress In Its uranium anrictynent 
and pkilonkim production capabiMles and effectively ellmlnaiea Iran's stockpUs of 20 percent ennched 
uranium. The agreement has also enhanced toe transparency sf Iran’s nuclear activities, mainly torough 
improved InlemalionsI Atomic Energy Agency {IAEA) access and earlier warning ol any effort lo make 
material tor nuclear weapons using «s safeguarded facUUes. 

Wa judge lhat Tehran would choose bamallc missiles as ks preferred metood of delvering nuclear 
weapons. If H builds toem. Iran’s baSalic missiles are Inherently capable of dallvenng WMD, and Tehran 
already has toe largest Inventory ol ballistic missiles In toe Midcle East. Iran’s progress on space launch 
vehicles— alcng with lls desire to deler the United Slates and ilu aSias— provides Tehran with toe means 
and moUvallon to develop longer.rBngs missiles. Inctuding lnler:anllnentsl ballistic mlsskss (ICBMs). 

North Korea Developing WMO-Appllcable Capabilities 

North Korea’s nuclear weapons and missile programs pose a sitrlous toreal to toe United Stales and to 
toe security environmeni In East Asia. North Korea’s esport of Mlkstlc missiles and associated materials 
lo several countries, including Iran and Syria, and Its assislancr' to Syria’s construction of a nuclear 
reector. destroyed In 2007, Muetrate Its willingness to prolferau dangerous lechnologies 

In 2013, following North Korea’s toW nuclear test, Pyongyang iinnounoed Us Inlenllon lo ”1611111)180 and 
restart” ds nuclear facMIies, to tockida toe uranium enrichmenl ladllly el Yongbyon, and lo reslwt its 
graphlle^oodaraled plutonium produdlon reactor that was shU down In 2007. We assess that North 
Korea has tollowed torough on ks ennouncemenl by expanding ks Yongbyon enrichment tadllty and 
restarting toe reactor. 

North Korea has also expanded toe size and sophisticallon of ks bakisllc missile forces, ranging from 
dose-range bakisllc missiles lo ICBMs. while conlinuing to conduct lest launches. In 2014. North Korea 
launched an unprecedented number of baikstic missiles. 

Pyongyang is committed to developing a tong-range, nuclear-ai mcd misslls toal Is capable of posing a 
direct threat to the United Stales and has pubMy displayed ks <N08 road-mobile ICBM twice. We 
assess lhat North Korea has already taken imiial steps toward lelding tois system, although the system 
has not been lUghl-lested. 

Because of deflcienclee in Iheir convenllonsl mkilaiy forces. North Korean leaders are focused on 
developing missile and WMD capabkkies. particularty building r udear weapons. Although North Korean 
state media regularly cames official statemerks on North Korea a justllication for building nuclear 
weapons and threatening lo use them as a defensive or relakal xy measure, we do nol know toe details 
of Pyongyang’s nuclear doctrine or amptoyment concepts. Wa have long assessed lhat. in Pyongyruig’s 
view, ks nuclear capabHMes are totenrled tor deterrence, imemrillonal prestige, and coercive diplomacy 
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Chini'« Expandlnfl NucInf ForcM 

Ttw Peopte'i U&eratio«i Army's (PLA's) Seconi) ArtNtary Forw! ix>nllr)ue8 U> modernize Ks nodear missile 
lores by adding more survlvablft road-mobile systems and enlw ncing its sita^ed systems This new 
generation of missiles is intended to ensure the vtetMQty of Chins's strategic deterrent by providing e 
second strike capability In addition, the PtA Navy continues ic develop the JL-2 submarlne'taunched 
baiJislic missile (SLBM) end might produce addUionsi JIN-ciass nucieer-powered ballistic missile 
submarines. The JIN-dass submarines, armed with JL-3 SLBkts, will give the PLA Navy Its flrsl long- 
range. sea-based nuclear capability. Wa assess that the Navy will soon conduct Its Rrst nuclear 
deterrence petrols 

Russia's New Inlarmediste-Range Cruise Missile 

Russie has developed e rraw cruise missile that the United Stain has declared to be In vioiation of the 
Intermedlate-Ranga Nuclear Forces (INF) Treaty. In 2013. Seniet Ivanov, a senior Russian 
administration official, commerced In an miervievr how the worki had changed since the time the INF 
Treaty was signed 1967 and noted that Russia was "deveioplnt appropriate weapons systems* in Hghi of 
the proUfiBratlon of intermediale- and shoner-range baWstic misiUie technologies around the world. 
Similarly, as far back as 2007. Ivanov pubHcly announced that Russia had tested a ground-launched 
cruise missitB lor its Iskander weapon system, whose range coinplM with the INF Treaty Tor now * The 
development of a cruise missile (hat is Inconsistent with INF. combined with these statements about INF. 
calls Into question Russia’s contmilment to this treaty. 

WMO Security In Syria 

In June 2014. Syria's declared CW stockpile was removed for cestrucllon by the infomationsi community. 
The moat hazardous chemical agents were destroyed aboard tlie MV CAPE RAY as of August 2014. 

The Untied States and Ss elites continue to work dosety with Ih-i Organization for the ProhibHIon of 
Chemical Weapons (OPCW) to vertfy the completeness and acnjracy of Syria's Chemical Weapons 
Convention |(^C) declaration. We Judge that Syria, despite signing the treaty, has used chemicals as a 
means of warfare since accession to the CWC in 2013. Furtheimore. the OPCW continues to Investlgale 
allegatlont ol chlorine use In Syria. 


SPACE AND COUNTERSPACE 


Threats to US space systems and services wtR increase during ^15 end beyond as potential adversaries 
pursue disruptive and destmctlve counlerspaoe capabilities. Citinese and Russian military leaders 
understand the unique information advantages afforded by 8pa>» systems and services end are 
devetoping capabilities to deny access in a conAicL ChirMse m Iftary writings highlight the need to 
interfere with, damage, and destroy reconnaissanoe. navigattor. and communication satellites China has 
satellite Jammirtg capablDUes and is pursuing antisatelKte syslens. In July 2014. China conducted a rwn- 
destructive anilsateillte missile test. China conducted a prevlots destructive test of the system in 2007. 
wNch created long-iNed apace debris. Russia's 2010 Military C>oclnne emphasizes space defense as a 
vital compor>enl of Ks national defense. Russian leaders openiv assert that the Russian armed forces 
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have aniiaaletlile weapons and conduct anbaatalMe research. Kussla has satellite |ammers and la 
pursuing antlsatelMie systems. 


TRANSNATIONAL ORGANIZED CRIME 


Transnetionat Organized Crime (TOC) is 0 globe), pentoterrt tfweat to our communiUes at home and our 
inlereels abroad. Savvy, prafil-drtven criminal netwoilis traffic in drugs, pemons, wildtlfe. and s^ieapons. 
corrode security and 9 ovefnBr>oe: undermine legKImBle ecorxmilc actIvHy and the rule of law: coat 
economies important revenue: and urtdercut US developmeni efforts. 

Drug Trafflcklrfg 

Drug trafficking wM remain a major TOC threat to the United Sbites. Mexico Is the largest foreign 
producer of US-bound mar^uana, methamphetamlnes, and her)(n. and tha conduH for the overwhelming 
mafonty of USbound cocaine from South America. The drug trade also undermines US interesis abroad, 
eroding stabliHy in parts of Africa and Latin America: Afghanistan accourris tor 60 percent of (he worW's 
opium production. Weafc Central American stales win conUnue to be the primary transit area for the 
majority of US-boimd cocaine. The Caribbean is becoming en ncreastogly knportam secortdary transit 
area lor US- and European-bound cocaine. In 2013, (he world'i capacity to produce heroin reached the 
second highest (eve) in nearly 20 years, increasing (he likefmooi that the drug will remain accessible and 
Inexpensive in consumer markets In the United States, where heroln^elated deaths have surged since 
2007. New peychoactive substances (NPS). including synthetic cartnabinoids and synthetic cathinones. 
pose an emerging and rapidly growing global pu&llc heaHh thradL Since 2009. US law enforcement 
officials have ertcouniered more than 240 syniheUc compounds Worldwide. 346 rtew psychoactive 
substances had been iderttlfied. exceeding the number of 234 fikclt substances under intemattonel 
controtc. 

Criminate Profiting from Olobal InstabUtty 

Transnational crimtnei organizations wHl contmus to exptoH opportunities in ongoing conflicts to 
destabilize societies, economies, and governance. Regional utiresL population displacements, endemic 
corruption, and poHiical turmoil wUl provide openings lhat crimtoais win exploit for profit and to improve 
(heir stariding relative to other power brokers 

Corruption 

Corruption facKiiates transnational organized crime artd vice ve sa. Both phenomena exacerbate criher 
threats to local, regionai, arto inlemaUonal secunty. Corruption nxlsts M some iavei m an countries; 
however, the symblolic relationship batvraen government officiels and TOC networks is particularly 
pernicious in some countries. Or>e example is Russia, where tl<a nexus amorrg organized crime, state 
actors, and business blurs the dlstlnetlon between state policy (tnd private gain. 
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Human Trafficking 

Human irafficKing rematni both a human rights concern and a c haltange to inlamatlonal aecurity. 
Trafficking In persons has becorrte a lucraUwe source of revenutH-esiimaled to produce lens of bflMons ot 
dollars annually. Human traffickers leverage corrupl officials, p xous bofdera, and lex enforoemeni lo ply 
their HHcll bade. Thle exploltatton of human (Ives for profit conlinues to occur in every country In the 
MK>rtd->undernitnlng the rule of law and corrxxllng legitimale insAulions of govemmeni and commeioe. 

WlldUfe TnfncMng 

IHIdt trade in wHdllfe. fimber. and manne resources endangers the environment, threatens rule of law and 
border security In fragile regions, artd destabiHzes communities that depend on wlkHile for biodiversity and 
ecotoudsm. Increased demand for Ivory and rhino horn in Asia has triggered unprecedented irKreases In 
poaching In Africa. Crimnai elements, often In collusioo wUh amupt government officials or security 
forces, are involved in poaching and movament of ivory and rhino horn across Africa. Poaching presents 
significant securtty challenget for militaries and police forces m African nations, which often are 
outgunned by poachers and their antes. Illegal, ur>reported. and unreguialad fishmg threatens food 
security and the preservation of marirw resources. It often ocana concurrentty with forced labor in the 
fishing Industry. 

Theft of Cultural Properties. Artitocts. stkI Antiquities 

Although the theft and trafficking of cuRurai herilage and art are tradittorrs as old as the cultures they 
represent, transnatiortal organized criminals are acquiring, traniiportlng. and selling valuable cuMural 
property and art more swiftly, easily, and stsalihliy. These crim<nais operate on a globai scale without 
regard for taws, borders, r>ationaitties or tha significance of the ireasures they smuggle. 


ECONOMICS AND NATURAL RESOURCES 


The global ecorvomy contir>ues to at^ust to and recover from Ihii gkAial finandai crisis that began in 2006: 
economic growth slnoe that period is tagging behind that of Ihe previous decade. Resumption of 
sustained growth has been elusive for many of the world's large st economies, partlculariy In European 
countries and Japan The prospad of diminished or forestalled recoveries in these developed economies 
as well as disappolnUng growth in Kay developing countries has contributed to a reacQuetment of energy 
and commodity markets. 

Energy and Commodities 

Energy prices experienced sharp declirtes during Ihe second hulf of 2014. Diminishing global growth 
proepBCis, OPEC’s decision to malnlaln Us output levels, rapid increases In unconventional oil production 
In Canada ar>d the United Stales, and the partial resumption of some previouBly sidelined output in Libya 
and elsewhere helped drtve down prices by more than half sines July, the first substantial dedme since 
2Q06<09. Lower-prioad oil and gas will grva a boost to the gtobul economy, with benefits eftjoyed by 
importetB more than outweighing the costs to exporters. 
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Macroeconomic Stability 

Extraordinary monetary poNcy or *quanlUaUva eating” has helpiKl revive groMth in (he United Stales aktoe 
the global flnertcial criaia. However, this recovery and the pros|iect of higher retuma In the Unaed Statea 
will probably eonbnue to draw investment capital fiom tha fast c t the world, where weak growth hes left 
mteretl rates depressed. 

Global output Improved allghuy m 2014 but continued to lag Ibe growth rales aeon before 2008. Since 
2006, the worldwide GDP growth rale has averaged about 3.2 iieroent weU below Ha 20'yfer. pre-GfC 
average of 3.9 percent Looking ahead, prospects for slowing rconomic growth in Europe and China do 
not bode weR tor the globaf economic envkonmenl. 

Economic growth haa been Inconsistent among developed and developing econonuea atike. Outside of 
the largest eeonomlea— (he UnNed States, the EU, and Chin»-> economic growth largely stagnated 
worldwide in 2014. slowing to 2.1 percent. Aa a resuS, the difference In growth rates of developing 
countries end developed oountrfas continued lo nerrow><to 2 6 percentage points. The gap. smaNeat in 
more than a decade, underscores tha continued weakness In e rwrglng markets, whose previously much- 
higher average grov4h rales helped drive global growth. 


HUMAN SECURITY 


Critical Trtnda Converging 

Several trends art converging that wRI probably inereata the fn^qiiency of shocks lo human security In 
2015. Emerging infectious diseases end defldendes m mtemsionai state preparedness lo address them 
remain a threat, exemplified by the epidemic spreed of the Ebola vkue in West Africa Extremes In 
weather combined wUh public poRcies that affect food er>d water supplies wlU probably exacerbale 
humanilarfan crises. Many stales end intemetiorxal inslitutlons wW look to the United States ki 2015 for 
leadenihip to address human security issues, particiilarly envkcnment and global heaHh. as weM as those 
caused by poor or abusive governance. 

GiobaJ trends ki governance are negative and portend growing instablBty. Poor et)d abusive governance 
threatens the securtty end rights of individuals and dvN society n many countries throughout the world. 
The overall risk for mats a ko ci ti es driven in pad by Increasing social moblNzaUon. viotent confRct. and a 
diminishing quality of govemarrce— is growing. Incidems of rekjlout persecution elso are on the rise. 
Legal restrictions on N60s and the press, pertlculerty (hose thf i expose government ahodoomings or 
lobby for reforms, wRI probably continue. 

Infectious Disease Continues To Threaten Human Securtty Worldwide 

infectious diseases ere among the forerrtosi heetth security thrc ets. A more crowded and interconnected 
world Is Increasing the opportunities for human and anknal diseases lo emerge and spread globaRy. This 
has been demonstralad by the emergence of Ebola m West Afrca on an unprecedented scale, in 
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addition, mililary confficts and displacament of popmaiions with loss of basic Infrastructure can lead to 
spread of disease Climate change can also lead to changes in the distribution of vectors for diseases. 

• The Ebola outbreak, which began in late 2013 in a remote urea of Guinea, quickly spread into 
neighbohr>g Ubena and Sierra Leone and then Into dense i rtan transportation hubs, where it began 
spreading out of control. Gaps In disease surveillance and reporting, limited health care resources, 
and other factors contributed to the outpacing of the intemeUonal community’s response In West 
Aftica. Isolated Ebola cases appeared outside of the most affected countries—notably in Spain and 
the United States— ^w>d the disease will almost certainly continue in 2015 to threaten regional 
economic stability, secunty. and goverrtance. 

• Antimicrobial drug resistance is increasingly Ihreatening gtcbal heatth secunty. Seventy percent of 
Known bacteria have acquired resistance to at least one an Iblotic that is used to treat Infections, 
threelening a return to the pre-antiblotic era. Munidrug-resi slant tuberculosis has emerged in China. 
India, Russia, and elsewhere. During the next twenty years antimicrobial drug*resistant pathogens 
win probably continue to increase In number artd geographic scope, wor8enir>g health outcomes, 
straining public heaiih budgets, and harming US interests tliroughout the world. 

• MERS, a novel virus from the same (amity as SARS. emerged In 2012 in Saudi Arabia, isolated 
cases migrated to Southeast Asia, Europe. ar>d the United States. Cases of highly pathogenic 
influenza are also corttinuing to appear in dWerenl reglohs uf the world. HIV/AIDS and malaria, 
although trending downward, remain global hearth priorities, in 2013, 2.1 million people were newly 
infected vrith HIV and 584.000 were Killed by malaria, according to the World Health Organization. 
Diarrheal diseases like cholera continue to take the lives of 800.000 children annually. 

• The world's population remains vulnerable to infectious diseases because anticipating which 
pathogen might spread from animals to humans or if a human virus wRl lake a more virulent form is 
nearly rmpossibto. For example. If a highly pathogenic avien Influenza virus like H7N9 were to 
become easily transmissible among humans, the outcome 'kiuld be far more disruptive than the great 
influenza pandemic of 1916. it could lead to global econorr ic losses, the unseating of governments, 
and disturbance of geopoMUcai affiances. 

Extreme Weather Exacerbating Risks to Global Food and Water Security 

Extreme weather, climate change, and pubTic policies that affect food and water supplies will probably 
create or exacerbate humanitarian crises and instability risks. (Globally averaged surfoca temperature 
rose approximately 0.6 degrees Celsius (about 1.4 degrees Falirenheit) from 1951 to 2014; 2014 was 
warmest on earth since recordkeeping began This rise in temperature has probabty caused an increase 
m the intensity and frequency of both heavy predpitation and prolonged heat waves and has changed the 
spread of certain dise»es. This trend wtH probably oomirrue. tlemographlc and development trends that 
concentrate people In cities— often along coasts— will compound and amplify ihe impact of extreme 
weather and climate change on populattons. Countries whMe tey s^tems— food, water, energy, shelter, 
transportation, and medical— are resilient will be better able to iivold signiFicanl economic and human 
losses from extreme waathei. 
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• Globai food supplies wtti probably be a<Sequ8te for 2015 btf are tMcomtngmcreBsinglyrrsgHein 

Africa, the Mktdte East, and South Asia. The risks of wotm ning food insecurity In regions of strategic 
importance 10 the United Stales wM increase because of tiv eats to local food availability, lower 
purchasir>g power, and counterproductive government polcies. Price shocks wkt result if extreme 
weather or disease patterns signftcantiy reduce food production in muiyple areas of the world, 
especially ki key exporting countries. 

• Risks to freshwater supplies— due to shortages, poor quaMy. floods, and climate change— ere 
growing. These problems hinder the ability of counufts lo ixoduce food end generate energy, 
potenllaly undermining global food markets and hobbling enrwmic growth. Combined with 
demographic and economic developmenl pressures, such iirobiems will particularly hinder the efforts 
of North Africa, the Middle East, arxl South ^la to cope wkh their water probleme. Lack of ade<iuete 
water might be a destabilizing factor m countries that lack the management mechanisms, financial 
resources. polMcal wW, or technical abWty to solve their mtcmal water problems 

• Some stales are heavHy dependent on river water controlef by upstream nations. When upstream 
water irtfraitniciurB development threatens downstream ac:ets to water, stales might attempt lo 
exert presaure on lhatr neighbors lo preserve their water interosts. Such pressure might be appked in 
inlemational forums and also Includes pressing investors, rorigovemmenlal organizations, and donor 
countries lo suppori or halt water Infrastnicture prefects. Soma countries vrin stmost oertaMy 
construct and support mafor water projects. Over the longer term, wealthier developing countries will 
also probably face Increasing ivater-reiated soctaf dlsrupbotts. Dev^oping courahes. however, are 
almost certainly capable of addressing wstar probtems without risk of stale failure. Terrorist 
orgartizalions might also mcreaslngty seek to control or degrade water infrastructure to gain revenue 
or influence populetiorts. 

Increase In Global Inatabllity Risk 

Global polMcal Instability risks vriN remain high k) 2016 and beyond. Mass alrociUes. sectarian or religious 

violence, and curtailed NOO acUvIUcs vriN an continue to Increane these rttks. Declining economic 

conditions are contributing to risk of kmlabWIy or kriamsl conMct. 

• Roughly half of the world's countries not already experiencing or recovering from instability are in the 
*mos( risk” and 'significant risk* catagories for regkne-threatenirtg and viotant instability through 2015. 

• Ovarall Intemationai wM and capability to prevent or mrtlgal^ mass atrocrlies wMl probably dvnkUsh in 
2015 owing to reductione In govemmerH budgets and apertiNng. 

• In 2014. about two dozan countries increased restrieUons 01 N60s. Approximalaiy another dozen 
also plan to do so in 2015, according to the Intemallor^ Ctrnter for Nonprofit Law 
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REGIONAL THREATS 


MIDDLE EAST AND NORFH AFRICA 


Iraq 

Ovar sli monuis Into the coalltiDn campaign aganal lha laiamic Slata ol Haq and Uw Levant (tSIL|. Uw 
Inntllnas agalnat the group In Iraq have largely MaMIzed; no aria la aUe to minter the reaourcaa 
necaasary to attain Ka lenllanal amOMons. The Iraqi Security Forces (ISF), Peshmorga. Shia mintanls, 
and a lew tribal allies— botatered by at and srSllery strikes, weiipons. and advice from the Unlled Slates. 
Arab and Waalsm aWes. and Iran— have prevented ISIL bom g lining large swaths ol addAlonal territory. 

Sectarian conflict In mixed Shia-Surinl areas In and arourid Baghdad that can undermine progress against 
ISIL Is growing. ISF and ShIa mmtants are conductmg a campiign ol retribution killings arid loroed 
ditplacemeni ol Sunm cjvWsns In several areas conlasled by S jnni mutants. 

Since taking olflce, Prime Mlnisiar at-Abedl has laken steps to tiiange the ethrio,sectarian lora In 
Baghdad. Including engaging Sunni tribal leaders and reaching a lenlallva oil agreement wUi the 
Kurdistan Regional GovemmenL However, the ethnoseclarian nature ol security operations and 
persisleni distnist among Iraqi leaders risk undermining Abadi'i nascent poWIcal progress. 

Syria 

The Syrian regime made consisleni gakis In 2014 ti parts ol wietam Syria that It consktera key. retaking 
ground In eastern Damascus. Homs, and Lalakla; fl la doss to iiutroundlng Aleppo dty. Tna regime will 
require years to reassert signMcant control over ttre counby. 

• The bulk ol the opposition In the north is flghiing on three Ir mis— agarnst lha regime, the sl-Qa'Ida- 
nfmiatsd Nusrah FronL and ISIL. The opposition In the soulh has made steady gains ki areas lhat the 
reglma has not made a priority and where ISIL has only a S lined presence. 

The Stability ol Syria's neighbors Is at risk due to lha countrys f ‘rolonged corrlSct, which will strain regional 
economies forced to absorb mlUona of refugees The conflict vtl also encouraga regiortal sectarianism 
and oorttinue to Incubate extremist groups that wM use Syria as a taunchlng pad for attacks across the 
Mktrife East 

• The Syrian conflid Is also putting huge economic and resource strains on countries in the region 
primarily due to the nearly 4 mlllon refugees fleelTig the oorifllcL Most ol the refugees have fled to 
nelghbaiing stales. More than 620.000 are m Jordan: abncst 1.6 miflon are n Turkey: sknosl 1.2 
million are m Lebanon: and more then 240.000 are In Iraq. These states have requested additional 
intamallonal support to manage the Influx. 
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Islamic State of Iraq and the Levant 

(n 8i> anamfX lo Mrenathen to seH>d«ciafed caNpluitg. ISIL protabty plans to conduct cporalions against 
regional aiHei. Western tociliUes. and personnel In the MkMte East; R has already executed Western and 
Japenasa hoetoges at wel as a Jordanian Air Force pHot. IStL leader Abu Bakr al-Baghdadi outlined the 
group's ambitious extemat goals, indudtog the expansion of the caNphale into the Arabian PeninsuiB and 
North Africa and attacks against Western, regional, and Shia In’orests. according to a pubNc staiemenl In 
November 2014. 

• In September 2014. tSIL pubRciy called on an Sunnis lo rebillate lor UStod alrstTikes In Iraq and 
Syria, advocating the targeting of law enforcement ar>d other government officiela using any means 
availebte. tndtviduais from Europe and North America who lave trained and fought wRh ISIL can 
return home and conduct attacks eithar on their own or on iSIL't behalf. The Frendt dllzen arrested 
In May 2014 for a shooting at a Jewish museum In Brusseb had returned from fighting, probably with 
tsri in Syria, and was wrapped In a Itag with ISIL inscriptioits v^n he was apprehended We do not 
know whether he acted at ISIL't behest 


Iran 

The Islamie Republic of Iran ts an ongoing mreal to US national interests because of its support to the 
Asad regime in Syne, promuigabon of anti>lsraeil poRdes. deve opment of advanced mllilaTy espabinties. 
and pursuR of to nuclear program. President RuhanI— a tongslanding member of iha regime 
eslabllshmen(-~wiH not depart from frm's ndional security obfeettves of protecting the regime and 
enhancing Iranian Influence abroad, even while attempting different approadies lo achieve these goals 
He requires Supreme Leader Khamenei's support to continue engegement with the West, moderate 
foreign policy, and ease sodal reslrtclions within lr»i. 

Iran poss es ses a substantial xiventory of theater ballistic mtsslLis capebte of reaching as far as some 
areas of southeastern Europe Tehran is developing increasing ly sophtsb eato d missiles and improving 
the range and accuracy of to other missile systems. Iran is alei acquiring advanced naval and 
aeroapaoe capabHRies, including naval mines, smai but capabki submartnas. coastal defense entoe 
misalle battenee. attack craft, snthshlp miaslies, and armed unmanned aerial vehictes. 

In Iraq ar>d Syria. Iran seeks to preserve friendly governments, arolact SNa interests, defeat Sunni 
extremlsls. and rnaiginaim US influenoe. The nse of ISIL has srompted Iran to devote more resources 
to blunling Sunni extiermst advances Ihst threaten Iran's regional alias and Interasts. Iran's security 
services have provided robust mlRary support to Baghdad and Damascus, including arms, advisors, 
funding, and direct combat support. Both conflicts have altowert Iran to gain valuabis on>the*giotihd 
experienoe in countorimurgency operations. Iranian assistana* has basn instrumantai in expanding ihe 
capebllUes of Shie mutants in Iraq. The ISIL threat has also reduced Iraqi resistance to integrating those 
mifitants, vrtih Iranian help, into the Iraqi Security Foroae, but in>n has uneven control over these groups. 

Despite Iren's intenttons to dampen sectananism, build responsive partoars. end deescatete tensions with 
Saudi Arabia, Iranian leaders — parlicutarly wMhin the security siifvloes>-ere pursiSng policies with 
negative secondary consequences for regional stability and potmliaUy tor Iran. Iran's actlora to protect 
arKf empower Shia communlUes are futong growing fears and reetarian resportsas 
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Libya 

We esBflss met Ubye wM remain votatUe m 2015. Palibcel poia'ixaiion ar>d broadening mWUa vioienca 
have pushed Libya into a civM war. Nearly lour years since the evoliition that toppled OedhaA, oval 
govammertts have emerged, leaving ihe country wUh no dear U»gitirnate political authorfty or aedmie 
security forces. MIMias aUgrted with me rival governments eont nue to vie for domlnenoe in TrtpoD and 
Benghazi. 

• In Benghazi. flgMIng mat began In May 2014 is ongoing beween forces aligned wim former General 
KhaKfa Hafar's Operation Dignity forces and Ansar al-Shari i (AAS) and allied groups In Tripoli, the 
Libya Dawn mililias have driven thek Zintam mllKiB rivals oi t of the dty. but flghttng continues 
southwest of Tripoli. 

• UN efforts lo fadKtale a negotiated resotution between Ubys's rival govemmems have shown limitad 
momentum but as of early February 201 5 have not made tf ngible progress toward a unity 
government or e durable ceese-ftre. 

Extrwnists and lefTonsls from 8l-08lda*afRUated and allied groups are using Libya'B permissive security 
envkonmenC as e sale haven to plot attacks, including against Western Iniarests m Libya and the region. 
ISil also has declared the country part of its cahphete. and ISil-altgnad extremists are trying to instiiLite 
ahania in parts of the country 


Yemen 


The Huthls have emerged as the most posverful group In Yemen since taking Sanaa last faM and are 
poised to dominate the poBical process after Presidenfs Hadfs resignsUon er>d thek desokilion of the 
government. The group, however, continues lo face resistance as It expands towwd tie south and 
east. Soutnem Yemeni leaders haN« been alarmed by the HuUifs consolidation of control m Sanaa and 
are potoad to oppoee further HutN expansion south. Al-Qalda n the Arabian Peninsula (AQAP) has 
taken advantage of many Sunni tribes’ opposition to Huthi expansion to gain recruits to fight agsinst ms 
Huthls. 

Chronic and severe economic and humanitarian problems. sx»»rbaled by repeated pipeline attacks and 
Ihe Huthis* push to reinstete costly fuel subaidies, win coniinus o undercut government conirol and 
legitimacy. Yemen wM probably continue pressuring donor nations to make good on aid pledges while 
negoliaUng wtm tribes outside of Sanas's control to keep oil extorts flowing 

Hulhi ascendency in Yemen has incressed Iran’s mnuenee as vren 

Lebanon 

Lebanon continues to struggle vrim spillover from the Syrian conflict, kickjdmg periodic sectarian violenee: 
terrorist attacks: and the economic, pobtlcai. and sectarian strai i associated with refugees. 
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• Letoanon laces growing inreals from letroriK groups, mdua ng lli« al-Nusr«ti Front and ISIL. Sunni 
extremlsls are nymg lo estaWlsti nanuorks In Lebanon and lave Increased ailacks against Lebanese 
aimy and HUballah posWona along die Lebanese-Syrlan biuder Lebanon potentially laces a 
pnXraaed conflict in nonhem and easlam parts of me coundy from eMrcmlst groups seeking to seize 
Lebanese lerTtory, suppkes, and hostages. 

• The presence of oyer one mNllon mostly Sunni Syrian refugees In Lebanon, wtsch has a poputaSon of 
only 4.1 mmioo. has aignllicanay altered Lebanon's sectarian demographics and Is a continuing 
burden on the Lebanese economy. In October 2014, Ihe ciiblnel further Oghlened enlry reslncdoos m 
snow only •okirema humanilanan cases' Into me country, nrtivals have declined 75 to 90 percent 
since August, most recently due Si part lo the new restrictrons. 

Egypt 

Egyptian officials have announced that legtslalira elections wl start m March 2015 and mat voting vrlH be 

staggered In phases over seven weeks. Egypt faces a persislent mreal of teiroilsl and mllltani vtolance 
dial Is diracled primarily at Ihe stale security forces bom In the Ijinal Peninsula and mainland Egypt. 

Since mld-20i3. SInal-based terrortsi group Ansar Bayt al-Maqilis (ABM)— affiliated since Ncwember with 
ISIL— has claimed responslbdily lor some of the most sophtslicited and deadly attacks agalnsi Egyptian 
securily lorces In decades. 


Tunisia 

Tunlale has dansiUoned to a pennsnenl demoaaUc government. Befl Cald Essebsi was elected 
President si the presldenltal nmoff elecllon Si December 2014. hi January 2019, Essebsrs polllical party 
Nktaa Tounes selected fonrier Interior MkUsler Essid lo beoomn Prrme MSilsIar. 

• In early February, Prime MSilsIer Habtti Esskt formed a broscFbased coaiiljon government, led by 
NIdaa Tounes. which Inciuoed Islamisl party ai-Nahda and leveral smaller parties. The new 
government almost certainly recognizes Tun'ista's economS; and security challenges. 

The permanent govemmam wi< Siherll one of the highest youm unamploymenl rates Si Ihe world, a high 
budget deficiL and decieasSig Foreign Osset Investment and bilance of payments H wiH struggle lo 
meet public expectations for swift economic progress. 


EUROPE 


Turkey 

Turkey w«) remain a critical partner in a wide rar>ge of US security polcy prioritiM, mduiting anti-ISIL and 
broader courtferterrodsni eflorts. Joint US-Tuildsh efforts to sli m inslablifty in Iraq and Syria abara the 
same goals but employ different approaches, mcmasing tansioit in the MateraJ reiatkmship. Turkish 
Presidenr Erdogan and leaders of the njiing Justice and Development Party (AKP) are focused on (he 
general eiactions. which are scheduled to be held In June 2015 
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• Ankva wHt be more mdined to support the anU^tSIL coatiben V the coaHUon agrees to focui efforte 
agairwt Asad, Induding setting up an (ntemattonaHy guaranteed buffer zorw In Syria. 

• Turkey is oorKemed that the Kurdish OemocraHc Union (P>t)>~a group it beNeves Is affiUaied with 
the Kurdistan People's Congress (KGK/tormcf PKK>>-w«l % ain intemaHonal legaimacy. 

Kay Partners 

The TransaHantlc partnership ramams vital as the United Statat works wdh European leaders to maintain 
a coricerted response to Russia’s action in Ukrame and ID olhei security challenges on the European 
coninant arid beyond Europearts are working to address fiscal chaltengas and aricourage economic 
growth while maintaining and strengdiening flnarKiai govemarKe. 

• The Transatlantic Trade and Investment Partnership has dii poienltal to help generate economic 
growth tor both the United Stales and Europe, reinforce the transaUanifc Unk, arto address public 
concerns about data privacy and food and health standanh. 


RUSSIA AND EURASIA 


Russia 

The Ukrainian crisis has profoundly affacted Russia’s relsuons ««h the Wast and wtM have tar-reachIng 
effects on Russia's domestic poHdcs, aconomic davetopmerrt. and foreign policy. 

President Vtadlmir Putin erqoys some of his highesi Oomeebc a iprovai ratings in aN hb years In office. 

An intense state medto propaganda campaign has stoked Rusi Ians' perception that Putin righted a 
hlitorical wror)g In orchestrating Russia’s seizure of Crimea arxi reasserted Russia's great-power 
Interests against a hostile West. 

At the same time, the crisis in Ukraine has exacerbated preexisting domestic problems In Russia. The faN 
of former Ukrainian PresIdenI Viktor Yanukovych's government In February 2014 has almosi certainly 
deepened the Kremlin's concerns over the dangers of mass demonstrations and has Intensified the 
Kremlin's efforts to defuse whet it tees as potential catalysts foi protatta in Russia 

Russia's economy was In dedina even before the cnsis began. Growth stagnated in 2014 due to 
dedintng oi pnoei, large capital outfiowe, and a sharply decllniiig ruble. In addition, aconomic sanctions 
cut oft some Russian firms from Weaiem financing. These fact xs have inaeased (ha real and perceived 
risks of doing businesa In Russia, raised Che overali cost of Iniei national credit, and wMi probably drive 
Russia into recasaion in 2015. 

Moscow is pushing lor greater regional InlegraUon, pressing ne ghboring states to foilow the example of 
Belarus arto Kazakhstan and |oin the Moecow-led Eurasian Eccnomlc Union. The Kremlin Is also 
cuftivaling its relattortahip wHh Chirto, seeking to maintain soma inAuenca In Europe and emphasizing 
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multilateral foruma to counlar whal Moecow views as US unilaturaNsm. These trends were aireedy 
present in Russian diplomacy, but the Ukrainian crisis has aimcsl certainly lent emphasis to these 
poficies. 

Russia is taking Information warfare to a new level, working to Isn antt>US and anti'Westarn senitmeni 
both within Russia and globaHy. Russian state-controlled medki publish false and mtsleeding informalron 
In an effort to dtecredN the West, undercut consensus on Russku and buMd sympathy for Russian 
posNIone. 

In Ukraine. Russia has demonstrated its wiRingness to covertly use mMary artd paramiMary forces in a 
neighboring state— a development that raises aoxieUes In state i along Russia's periphery. Future 
Russian deployments and force posture changes vSH probably lie designed to maximiae their diplomalic 
and public impact In Europe. Russian mfniary officials hsva announced plans to conduct more *oul^ 
srea” air and naval deployments, to Include greater activity in tha Caribbean and Meditermnean Sees. 

Moscow has made headway m modernizing its nuclear and corvemional forces, Improving its training and 
joint operational proficiency, modernizing Its military doctrine to integrate new methods of warfare, and 
developing long-range, predston-strike capsbHibeSs Oeapile its economic ddllcuKtes. Moscow is 
committed to modernizing its military. 

Ukraine, Moldova, and IBetarus 

Ukraine faces a daunting array of problems after nearly a year of conflict with Russia and Ks proxies In 
eastern Ukraine. At the same Ome. the crisis has fostered a se ise of naUoiMl identity and unity. Public 
opinion has shitted heavily in favor (tf pursuing mlagratlon with the EU while views of Russia have 
become sharply negative. Moreover, for the first time, a narrow majority of the population supports NATO 
membership. 

Negollatlons over the status of the separatist-held territory m ai stem Ukraine will almost oertalniy be 
difficult and protracted. Russia has supplied subslanUal quantities of heavy weapons lo strengthen the 
separatists' forces and covertly supports them with its own troops, both within Ukraine and from across 
the border. More importantly. Moscow has demonstrated that k Is willing to tnlerver^a directly to prevent 
the separatists horn being defeated on the battlefield. Further f ghUng is dkely in 20tS. 

Ukrakte's dire economic situation presents no less a chaWenge o Kyiv then the Gonfbct in the east. 

Ukraine wik be highly dependent on substantial oulslds flnancisl assistance for years to come. 

In Moldova, the narrow victory of pro-EU pertles in the latest pnrtlamer^tary elections suggests that 
Moldova will push ahead with As European mtegraton agenda. However. CNsioeu SUM faces numerous 
challenges in se6kir>g to overcome eeor>omlc diflicultes. entrenched corruption, and Moscow's 
dispieesure with MoMova’s rejection of closer integration wNh Russia Any progress cm resolvmg the 
political status of the ethnic-Russlan separadsl region of Transr Mria is unlikeiy. 

On 1 January 2015. Belarus became, alorrg with Kazakhstan, u founding member of the Eurasian 
Economic Union (EEU). a regional integration project that Moscow eventually plans lo transform Into a 
Eurasian Urkon as a counterpart to the EU. President Luka^nko has tread carefully in regard to the 
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UkrainUfl crttit, declining (o recognize Russia's seizure of Crtmea. but agreelrtg nevermeiess to deepen 
miWary cooperallon with Moscow. 

The Caucasus and Central Asia 

In Georgia, progress Is unlikely on ihe core disputes between 1 bNisI and Moscow, including Georgia's 

NATO aspirations ar>d the status of Ibe occupied terrilortes of Abkhazia end South Ossetia. Tensions 

wRh Russia wW remain high, and we assess that Moscow will pass TbisI to abandon dossr EU and 
NATO ttes. 

Armenta artd Azerbaijan saw an Increase in 2014 of ceasefire violations arid a record number of 
casualties along the Line of Contact (tOC). which separates ettmic Armenian and AzerbBlj8r>l forces near 
the separatlsl region of Nagorrw-Karabakh. The increased viotsnce hIghHghls how the dose prosimlly of 
opposing miliary forces continues lo pose a risk of rT>lsc8icutaU>>n and unintended escatatiofl. Prospects 
for a peaceful resolution In the foreseeable future are dim. 

Centrel Asien states remain concerned about regional instabtUy in Hght of a reduced CoaAtton presence 
in Afghanistan. Although they have long been alarmed about tf e activities of Centrat Asian miMant 
groups operating In Afghanistan and Pakistan, they are tncreas< ngly worried about the threat posed by the 
return of the 8rT>eN but growing number of their nationals vrho hiive traveled to Syria lo join violmit Islamist 
extremist groups. On the whole, however, the Central Asian stutes wHI probably face more acute risks of 
inetabflity m 2016 from Internal Issues such as unclear polillcal iKiccession plana, weak ecorwmles. ethnic 
tensions, and polKIcal repression— any of which could produce i crisis with little warning. 


EAST ASIA 


China 

China wiD continue to pursue an active foreign policy— especiai y within the Asia Pacifto— holslered by 
increasing capabMlUes and its firm stance on East and South Ctiina Sea terrtlorial disputes with rival 
dalmants. The chances for sustained tensions will persist becf use competing claimants wil probably 
pursue actions— Including energy expioratiori— that others parcsive as infringk^g on their sovereignty. 
China wHI probably seek to expand Ks economic role and outrerich in the region, pursuing breeder 
acceptance of Ks economic iddatlves. including the Asia infrasl -uctura investment Bank. Although China 
remains focused on regional issues. It wW seek a greeter voice sn major intemetionai Issues and (n 
making new Intemationsi rules. 

Notwithstanding this extemol agenda. Chinese teaders will focus primarily on addressing domestic 
cor>cems The Chinese CommunM Party le ad ership under President XI JInptng announced an ambitious 
agenda of legal reforms in late 2014 that built on fts previous agenda of ambitious acorxKnic reforms— aM 
aimed at improvir>g government efficiency end accountabiity ar d strengthening the control of the 
Communiel Party. The difficulty of impiamentkig these reforms and bumucradc resistance to them 
create the possibility of rising miemal frictions as the agenda m)ves forward. Beijing wDl atoo remam 
conoamed about the potential for domestic unrest or terrorist acts In Xinjiang and Tibet, which might lead 
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U renewed human rishts abuses Fobowlng montna of pro-oeniocracy pnXesiB n late 2014. Chinese 
leaden will mooHor dosety political deuelopmorls In Hong Kong hr signs ot InslabWIy 

North Korea 

Three yean after taking the helm of North Koree. Kim Jong Un has further sohdried hIs position as 
unilary leader and flnal decision auOrortty through purges, exec Jtioos. and leaoenhip shutlles. Wm was 
absent horn public view lor 40 days In We 2014. leading to wklDspread foreign media speculation about 
his heatlh and the regime's stabWy The focus on Kim's heath s a reminder mat the regime's stability 
might hinge on Kim's personal status. Kim has no clearly Idantifled successor and is inclined to prevent 
the emergence of e dear Viumber two' who couM consoSrlata lower In his absence. Kim and the regime 

have publldy emphaslied his locus on Improving the country's rautted economy and the livelihood of Ihe 

North Korean people while mawalning Ihe tenets of a command economy He has codified the 
approach via Ms dual-irscit policy of economic devalopmant an! advancement of nucleer weapons. 
(InlOrmallon on Norm Korea's nudaar weapons program and Inienllons can be found above in Ihe sedlon 
on WMO and ProMerallon.) Despite renewed efforts at dIplomEtIc outreach. Kim conllnuss lo challenge 
the Inlemadonal community with ptovocalive and threalening bnhavlor m pursuh ol Me goals, as 
pramirtenlly demonsirsted In the November 2014 cyber attack nn Sony. 


SOUTH ASIA 


Afghanistan 

Presklem Ashraf Ghtnl and CMcf Exocvlrva Ofncor Abdutfah A jduKab ttcxmd Partiamenra approval of 
ttia Btoteral Security Agraement aru) NATO Status of Forces Atjraemant prior to the NATO Miniateftal In 
Oacambar 2014. DeapHa the 12 January annourtcamant of the r cabinet nomirwes. Gharri and AbduMah 
have yet lo win leg Islallve approval lor ad of those nommatadoi rasoiva the final details of their shared 
poGlical powers derived from their national unity government agreement ReaoNIng these issues wilt 
require conbnued InlemsHoi^ engagement and support 

tntemaUonai financial aid remains the most important external c etermlnani of the Kabul govemmenfa 
strength However, the slow economic recovery from B>e gbba) flrarKial ertsts has created fiscal 
challenges for meny of Afghanlstan't primery donors, perdcuiarry In Europe and Japan. Thase economic 
hudles at home heve reduced dorrars* enthusiasm end capacN-/ to provide Afghanistan additional long- 
term financial aid above levela pledged through 201 7 and reaffi med m 2014 at the London Confarance 
8r>d NATO Wales Summit 

The Afghan Natlonel Sacurtty Forces (ANSF) prevented the Taliban from achieving a decisive military 
advantage in 2014. The ANSF, however. wM require continued mtemationai security sector suppod and 
funding to stave off an increatingly aggressive TaHbart insurgency through 2015. The ANSF. with the 
help of artli-Taliban powerbrokers and international funding, win probably maintain control of most ma|or 
population centers. However, the forces wM most Ukety cede omirol of some rural areas. Without 
imemationai A»ndlr>g, the ANSF wM probably hot remain a cohesive or viable force. 
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The Tellban wll probably remain largely oomshie untfer Ihe leaioraWp ol Mullah Omar ana eusiain lla 
counlrywtde campaign to lAe temlory In bullying areas and steadily reassert InDuence over signlficanl 
portiona ol the Pashtun coumiysWe, poslUonlng itself lor greate - tarhtorial gains In 2015. Reliant on 
Afghanistan's opiate trade as a Key domestic source of funding the Tallbsn wW be able to esploil 
Increasing opium poppy cultivalion and potential heroin pioductpon lor ready revenue. The Taliban has 
pubNcly touted the end of the mission of the International Seeu ty and Asaislanco Force (ISAF) and 
coalition drawdown as a sign ol Its Inewtabls viclory, ralnlorclng Its commitraeni to reluming lo power. 

Pakistan 

Pakistan will probably continue to knplemenl some economic n forms and target enll-PaKlalan mmtanla 
and their acthrHIss. 

• Prime Mlnisler Shard's promises to address economic, ene gy, and secunty Issues almost certainly 
fed short of high public expectalions. Furthermore, his standing weakened when he reponedly asked 
the Army to slap In and handle opposition proleals hi lale 2i)t4. 

• We assess that Islamabad wdl approve some additional scunomicrefomis In 2015. Undaitaklng 
future economic and energy reforms wH be more challenging and wNl probably laca greater political 
and popular opposition. 

« The Pakistan Sovemmsnl wW probably focus In 2015 on di Mnishing the capabiliiles of the Tehtlk-l- 
Tallbao (TTP), which claimed Ihe eltack on a school In Dec smber— leaving over 100 children dead. 

We Judge lhal Pakislan will aim lo establish positive rapport wkii the new Afghan Govemmant. but 
longstanding dlstnisl and unresolved disputes befwean lha oou knes w« pteveni substantial progress. 

• Pakistan's provision of safe haven lo Lashkarre Tayyfba wdl probably condnue to be a key krHenl In 
relationa wllh Indie. 


India 

Prime Mlntster Narendre Modi's decrskre leadarahip style, comtlned with Ihe 2014 election of an absolute 
mejofity In Ihe lower house of PerUament of his Bhetatiya Janata Party (BJP), wilt enable more decisive 
Indian decisionmaking on domestic and loieign policy Allhouga India has a long-slanding position lhal t 
mamialn an IndepandenI policy. Modi will probably seek lo wort, more closely with the United Stales on 
security, terrorism, and eoanomic issues. 

India wants to mainlain a stable peace with Pakistan but views -Pakistan as a direct tarrorism threat and a 
regional source of jnstabdily. 

India Is concemed about the slabitly of Afghanislan and Its own presence Ihere fotlowing Ihe drawdown 
Of Intemadottal forces and Is looking for options lo bkjnl Ihe Influence ol Pakislanl-supporled groups and 
ensure that Afghanietan doss not revert to a haven for anil-liidiun mililanui 
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intfian leaders almost certaMy pursue stronger economic with China (hat support the 
government’s economic agenda of dosing the trade gap and atrsctlng Irwestment In Infrastructure. New 
Delhi’s concern over perceived Chinese aggressiveness along he disputed border and In the Indian 
Ocean is probably growing In Hght of border (nddenu end the v stt of a Chinese submarine to Sri Lanka In 
2014 


SUB-SAHARAN AFRICA 


Sub<Saharan Africa will face political and security chaBenges in 201 S Inckiding numerous presidential 
etedions. ongoing nsurgendes, and continuing intrastate conltid. The ongomg Ebola virus epidemic will 
undoubtedly challenge both Western Ahtcan nations and the iai ger Iniernatrond community Hi trying to 
contain the virus* spread and oounler economic degradation In ragile West African nations StabUHy in 
South Sudan. Nigeria. Somalia, and the Central African RepubI c (CAR) will almost certainly remain 
tenuous throughout 201 S. 


West Africa 

The Ebola wrus wil persist throughout West Africa Hi 201 5. pos<ng a stgndicant threat to the economic 
viability and consequently the stabHitv of the region. The continued drain on resoonces and 
unprecedented need for medfoai personnel wN strain governments and economies in Liberia, Sierra 
Leone, and Oulnee— (he three wont-affected countries. Sustamed fnancial and matenel assistance from 
the international commimity. continued domestic support for ihr^ governments’ anti-Ebola efforts, and 
community engagement to change local mtsperceptions about ihe disease's cause, treatment options, 
and burfal practices will remain critical to slowing ihe epidemic. Economic growth Hi the outbreak zone 
has alraady slowed and continue to slow during 2015, straff'lng budgets and probably Increasing 

dependence on Hitemaltonai donor aid. A prolonged or severe outbreak that continuas wen Into 2015 
might prompt Guinea lo delay Preefoenltal elecfions, increasing the possfiiility of elecUorweleted violence. 
MiRlary and security servicas in the key outbreak countries wiN iirobably successfully contain isolatad 
unrest and local hostility toward Ebola* response personnel. 

Sudan 

Khartoum wiH almost certainly confront a range of challenges, uidudlng conlinuad insurgencies m the 
periphery, public dissatisfoctlon over continued economic declire, and potenllai protests surrounding Its 
April 2015 elections. Sudanese economic condUons skioe South Sudan’s independence in 201 1 
conUnua to deteriorale. Such condnions, Including rising prices on staple goods, fuel opposition to the 
Sudanese Government 


South Sudan 

Clashes between opposition forces end the Sudan Peck's Liberation Army (SPLA) wHi almost certainly 
Increase during the dry season— which lasts from Novembar to Aprii— undermining ongoing peace talks 
and puaing tenuous humanitarian gains at risk. Peace talks between Juba and opposition elements wSi 
probably remain slow*goHig. 


22 



35 


Nigeria 

Inuablllty m Nlgaita will protMUy Incieate in 201S. given conlaiitlout eleciiora delayed until Marcn and 
Apm. plummeling oil (avenue, and Iha millafy'a naMIty la cliack BoKo Haram'a aacendancy In die 
nodheaal. The election will occsalon violenca. with proapecta ty proteaia in die mondia lodowing die 
elecllon. In adddion. miatania mlghl lamobitza In the Mger Del a and attack die ok mduady. Boko Hanun 
will probably oontinua lo aoUddy control over da aed-declsred la andc atale m nodheaslefn NIgana and 
eapend lla tenor campaign in neighboring Nigerian atatea. Cameroon. Mgw. and Chad. Abuja'a tellance 
on oO eapoita for (avenue will aknoal cedalnly enaura that Nig* la (emama vulnerable lo ductuationa ki 
the global od market ki 201 S. Oedkikig oil pdcea wM probably aquetza government revenues and drain 
currency reserves. Abika'a overtaned aecunty loroes will have < Ikniled ablWy to amidpals and preempt 
threats. 


Somalia 

In Somalia. al-Shabaab is conducting asymmedic attacks agak at government tedlllies and Weatem 
largala In and around Mogadishu The crsdibllily and effectrver ess of die young Somak Govemmant will 
be further threolenad by persistanl political mtlghling: dl-equlppiid government msHullona: and penraaive 
technical, political, and sdmkilairadve shortfalls. 

Lord's Resistance Army 

The Lord's Reslatancs Army (LRAI, even ki Us weakened state probably has the abdity to regenerate If 
counter-LRA operations are reduced The LRA continues to dlipley great agWy In ns geographic areas of 
operallon and kt the operational securtty ol Its acdvltlas. 

Central African Republic 

Desplle the presence of kitematlonal peacekeeping forces, the risk of conllnusd ethnrwelgiouB clashes 
between Chrietlana end Muslims throughout Ihe country, Including ki the capital, remains high. 

The Sahel 

Governments ki Aftlca's Sahel region— particulafly Chad, Niger. Mai. end Mauntama— wis remain al risk 
of terrorist attacks and possUe kilemal conflict ALQa'IdB ki th s Lands of Iha Islamic Maghreb (AOIM) 
and atfiiialed groups are commitled to continuing their terrorist ucbvlty ki the Sahsl. including agakisl 
Western kiterssts. They wW probably seek to increase Ihe fieq jency and scale of altacks In northam 
Mall, Sshellen mlllartes wll stroggle to handle a wide anay ofnecurtly threats. 
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LATIN AMERICA AND THE CARIBBEAN 


Cuba 

Cuban PresWem Rad Ccatro‘8 focus wti almost ceftahUy be pr*$paring (he counfay (or the eventual end of 
(ha Castro era and maintaining tight polUcal control. He is cadioiisly im plementing economlo and 
leadefship reforms arxl released dozar)i of poitical prisoners m early January. Cuba's principal imaract 
In normaNzJng reMiorts with the Ur)iled Stales is probably linked to Ns recognition of the r>eed to eas e 
diecontant over dismal Iving conditions and poor economic prD:«peets. The stow roUout of economic 
reforms and a fall in nickel output cut GOP growth to 1 .2 percert in 2014. CntcM components of the 
economic reform program— reducing the state role in the aconcmy and opening up a taw opportunities for 
ssif'employmeni— wtti probably produce numerous, shorHerm Koromlc ditiocations before graduaXy 
increasing produclivily and Jobs. 

Cuba's population of 11 mHkon has been dadinng since about 2005 because of falling brithralas and 
emigration Cuban migranl ardvak at tha US southwest border rose from 10,400 in FY12 to 17,300 in 
FY14. Maritime arrivals and lnlerdie|iof>s will probably increaae In 2016 because of rumors that If the two 
countries normaltze ralallorts. the United Slates would change i nmigratfon poVciea mat allow Cubans 
who reach tha United States to obtain status. 

Central America 

Weak Institutions, poor economic prospects, and the growing strength of crtminai gangs wiH probably Hmit 
the abifity of tha governments of Central America’s northern bar— 3 Satvador. Guatemala, and 
Honduraa— to improva rule of law. Job opporlurktiaB, and otizar security, which wiH probably corWriua lo 
fuel inwragratlon lo tha United Stales In 2015. Fractured lagislaturas. political chaNengas. and entrenched 
business miarests will probably slow agreement on raking soma of tha lowest tak collaction rates In the 
world or adopting economic and social policisa that would help educe the high rates of poverty that spur 
migration to the United States. About 25 percent of El Salvador’s population has emigrated during the 
past two decades, mostly to tha Untad Stalea. because of \uck of ecoraniic opportunities and 
widespread insecurity. El Salvador's economy has expariancad tha lowaal economic growth ratea In the 
region for eight consecutive years. Guatemala's weak fiscal position wtH undermine efforts to ameliorale 
extreme poverty, perbcutafty In rural areas. About 1.6 million Guatemalarts resida in the United Stales 
arvt sand about SS.6 bNlion in ramittancas back home each year. Honduraa. one of the hemisphere's 
poorest countries, is struggling to make headway against inafta^Uve. corrupt InstauHons. Honduras has 
the world's highest rata of horrNcktas per capita, deaplle a rapoiied modest declms in 2014, and cdrrNnai 
gangs are forcibly recruiting youth and extorting builnesaas ami indrvkJuBti. 

Veodzuela 

Uka moat oll-axportlng natior>s. Venezuela la experiencing tne ocorKimlc co na equeftcei of policy chtaces 
and the dadlna In global ok phoas. 0(l accounts for about 95 puroant of Vanezuetan export earnings and 
45 percent of government revenue. Caracas wH tecs a strainail fiscal arwironment in 201 5 along with 
rising infMlon and snortages of essential goods. 
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Lagtslative atec^ions are alatad Is occur by tha and of 2015; wot hs will ba conoernad about public 
aacun«y. lbs aconomy. and potWcal lighla. Prasidanl NIcolaa Madura appolnled a prealdenlial 
commlislon to revtaw tha counuya police ayalafn and recominmd relonra alMr die nigh-prolila muider ol 
a nallonal aasamoly deputy and a violsnt law aniorcainani cord ontatlon In Oclobsr 2014 with a radical, 
anned group Imown at a oolactiwo 


Haiti 

PoMIcal tanamna between Hatlan PreaWanl ManePy and hit epponenli will probably llam dureig 201S 
and might undennina preparationa for overdue local and paniar lentaiy elections as wal as for tha vote 
for a new president in November 201$. Haill wd need subatamial technical and finandal support from Ihe 
Intemallonal community lo organize and hold elections. Some nolant proieets ere prababia and might 
beoome more mlsnse or widespread If political opponents belie re that electoral preparationa favor 
Marteliys party or aRiet. 
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STATEMENT OF LT. GEN. VINCENT STEWART, DIRECTOR OF 
THE DEFENSE INTELLIGENCE AGENCY 

General Stewart. Mr. Chairman, in the interest of time, we 
have the statement for the record and just one oral statement from 
Director Clapper. 

[The prepared statement of General Stewart follows:] 
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INTRODUCTION 

Chairman McCain, Ranking Member Reed, and Members of the Committee, thank you for 
the invitation to provide the Defense Intelligence Agency's (OIA) assessment of the global 
security environment and to address the threats facing the nation. A confluence of global 
political, military, social, and technological developments, taken in aggregate, have created 
security challenges more diverse and complex than those we have experienced In our 
lifetimes. 

Our challenges range from highly capable, near-peer competitors to empowered Individuals 
and the concomitant reduction in our own capacity will make those challenges all the more 
stressing on our defense and intelligence establishments. This strategic environment will be 
with us for some time, and the threat's increasing scope, volatility, and complexity will be 
the "new normal." 

The 16,SOO men and women of OIA stationed around the globe are confronting this rapidly 
evolving defense landscape head-on, and leading the tmeIHgence Community (IC) in 
providing unique defense intelirgence from the strategic to the tactical level to deliver a 
decision advantage to warfighters, defense planners, the defense acquisition community, 
and policymakers. The men and women - both uniformed and civilian of your DIA know 
they have a vital responsibility to the American people and take great pride in their work. I 
am privileged to serve with them and present their analysis to you. My hope is that this 
hearing will help the nation - through the important oversight rote of Congress - to better 
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understand the diversity of the global challenges we face and to support this committee in 
developing possible responses to these threats. Thank you for your confidence and support 

I will begin first with an assessment of Iraq, followed by Afghanistan, where the Department 
of Defense (DoD), DIA, the 1C, and our Coalition partners are on the front lines, actively 
supporting military operations against threats from the Islamic State of Iraq and the Levant 
(ISIL), ai-Qp'ida, and the Taliban. I will then transition to a selected group of violent extremist 
organizations, and conclude with other regional challenges and global threats. 

IRAQ AND AFGHANISTAN 

ISIL's resurgence since the withdrawal of U.S. forces from Iraq in 2011 was vividly displayed 
by the group's rapid advance across much of northern and western Iraq last spring. Since 
that time. Coalition airstrikes have removed a number of ISIL senior leaders and degraded 
the groupi's ability to operate openly in Iraq and Syria. We expect ISIL to contrnue 
entrenching itself and consolidating gains in Sunni areas of Iraq and Syria while also fighting 
for territory outside those areas. We also expect ISIL to continue limited offensive 
operations, such as the group's recent operations In Syria and Anbar province of Iraq. Seizing 
and holding Shia and Kurdish-populated areas of Iraq have been, and will continue to be 
difficult for ISIL in 201S. ISIL's ability to govern the areas it has captured in Iraq and Syria, 
and its ability to keep the support - or at least acquiescence - of the Sunni population will be 
key indicators of the success or failure of the self-declared "Islamic state." With affiliates in 
Algeria, Egypt, and Libya, the group is beginning to assemble a growing international 
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footprint that includes ungoverned and under-governed areas. Similarly, the flow of foreign 
fighters into, and out of, Syria and Iraq - many of whom are aligned with ISIL- is troubling. 

Defeats of Iraqi Security Forces (ISF) and the collapse of multiple army divisions highlight 
large-scale institutional deficiencies within the ISF. Several of the more concerning 
deficiencies include poor logistics and endemic corruption that has bred ineffective 
commanders and led to poor morale. Force generation efforts will be complicated by a lack 
of experienced and qualified soldiers. Local and tribal pro-government forces suffer from 
similar supply and manning shortages. 

The ISF remains unable to defend against external threats or sustain conventional military 
operations against internal challenges without foreign assistance. Iraq is diversifying its 
defense acquisitions through numerous foreign military sales including with Russia and other 
non-U.S. suppliers to overcome equipment shortfalls and capability gaps. These decisions 
are reducing ISF interoperability. 

Turning to Afghanistan, the still-developing Afghan National Security Forces (ANSF) remain 
stalemated with the Taliban-led insurgency. In 2015, we expect the ANSF to maintain 
stability and security In Kabul and key urban areas while retaining freedom of movement on 
major highways. However, the Taliban, al- Qa'ida, and their extremist allies will likely seek to 
exploit the reduced Coalition presence by pressuring ANSF units in rural areas, conducting 
high profile attacks in major population centers, and expanding their safe havens. 
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ANSF will remain reliant on Coalition enablers for air, intelligence, and n^aintenance support 
As NATO and our allies carry out their scheduled drawdown, the ANSF will struggle to 
effectively replace these tost enablers, deal with Interoperability challenges between the 
army and police, and address persistent maintenance and logistical issues. 

The Afghan National Army (ANA) is the most proficient security institution m Afghanistan, 
and has shown the capacity to plan and conduct mulli'Corps operations in high>threat areas. 
However, the ANA will continue to struggle with permanently denying the insurgents 
freedom of movement in rural areas, and will remain constrained by its stretched airlift and 
logistical capacity. High attrition also continues to plague the force, which has struggled to 
keep Its numbers near full capacity. 

The Afghan National Police ( ANP) provide sufficient presence and security within urban 
centers and provincial and district hubs, but remain vulnerable In controlling high-threat, 
rural areas. ANP challenges include manpower shortages, inadequate training, attrition, 
logistics shortfalls, and the corrosive Influence of corruption, These factors have diminished 
the effectiveness of the ANP and undermined its popular image. 

In 2014, the Afghan Air Force (AAF) improved Its support to ground operations, significantly 
Increasing the number of casualty evacuation missions and forward deployments of Mi-17 
transport helicopters and Mi-3S gunships into contested areas. Despite these improvements, 
the AAF is not a reliable source of close air support and still struggles with recruiting qualified 
pilots and technicians. 


6 



45 


The development of ANSF capabilities in 2015 will be critical as the insurgency will again 
attempt to increase its influence In rural areas, operate In larger formations, and continue to 
test security forces by temporarily seizing a number of vulnerable rural Afghan checkpoints 
and district centers. This will include increased high profile attacks, particularly in Kabul, 
where the Taliban seeks to undermine perceptions of Afghan security. The Taliban will 
probably sustain the capability to propagate a rural-based Insurgency that can project 
Intermittent attacks In urban areas through at least 2018. 

TERRORISM 

Al-Qa'ida core is now focused on physical survival following battlefield losses. At the same 
time, the group Is trying to retain Its status as the vanguard of the global extremist 
movement, being eclipsed now by iSIL's rising global prominence and powerful competition 
for adherents. Al-Qa'ida core in Pakistan continues to retain the loyalty of its global affiliates 
ioYemen, Somalia, North Africa, Syria, and South Asia. 

Despite ongoing counterterrorism (CT) pressure and competition from I5IL. al-Qa'ida will 
likely retain a transnational attack capability, and will likely try to expand Its limited presence 
in eastern Afghanistan as Western CT operations there decline. Beyond core al-Qa'Ida, I 
would like to highlight for the committee a handful of other violent extremist groups that are 
of particular concern to DIA. 
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Al-Qa'ida in the Arabian Peninsula (AQAP) remains committed to attacking the West, 
probably by targeting commercial aviation with innovative explosives, and will leverage 
instability in Yemen to Its advantage. 

Al-Qa'ida in Lands of the Islamic Maghreb (AQtM) recently increased efforts to expand its 
operating areas across North and West Africa by working with, and through, other regional 
terrorist groups. AQIM almost certainly continues to plan attacks and kidnapping operations 
against U.S. allies in the region. 

As part of the larger al-Qa'ida network, we are concerned about the support al-Nusrah Front 
provides to transnational terrorist attack plotting against U.S. and Western interests. 

The Khorasan Group is a cadre of experienced al-Qa'ida operatives that works closely with 
al-Nusrah Front. Although coalition airstrikes have killed a number of senior Khorasan Group 
members, the group almost certainly will maintain the intent to continue plotting against 
Western interests unless completely destroyed. 

Islamic Revolutionary Guard Corps>Qods Force {IRGC-QF) and Lebanese Hizballah are 
instruments of Iran's foreign policy and its ability to project power in Iraq, Syria, and beyond. 
Hizballah continues to support the Syrian regime, pro-regime militants and Iraqi Shia 
milllants In Syria. Hizballah trainers and advisors in Iraq assist Iranian and Iraqi Shia militias 
fighting Sunni extremists there. Select Iraqi Shia militant groups also warned of their 


willingness to fight U.S. forces returning to Iraq. 
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Boko Haram's (BH) offensive in northeastern Nigeria, largely against the Nigerian 
government, includes near datiy attacks. If continued, BH's successes could grow into a 
significant regional crisis with implications outside northwest Africa. 

REGIONAL THREATS 
RUSSIA 

Russia has made significant progress modernizing its nuclear and conventional forces, 
improving its training and joint operational proficiency, modernizing its military doctrine to 
integrate new methods of warfare, and developing long range precision strike capabilities. 
Despite its economic difficulties, Moscow is fully committed to modernizing both nuclear 
and conventional forces. At the same time, Russian forces have conducted exercises and a 
record number of out-of-area air and naval operations. We expect these to continue this 
year to include greater activity in the Caribbean and Mediterranean Seas. 

In 2014, Moscow moved to shape events in Ukraine, employing its improved military 
capabilities to create a long-term conflict in Ukraine's Donetsk and Luhansk regions. All 
indications are that Moscow will continue to employ a mix of military and nonmilitary 
pressure against Kyiv this year, to include the use of propaganda and information operations, 
cyberspace operations, covert agents, regular military personnel operating as '’volunteers,'* 
mercenaries, arms transfers to the separatists, and the threat of military intervention. These 
actions are consistent with Russia’s new military doctrine 

Moscow affirmed its intent to improve the military’s capability to control the Russian Arctic 

region, stressing the area's current and future strategic and economic importance. 
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In December Moscow announced the activation of a Joint Service Command (05K) North, 
highlighting the importance of the Arctic to Russian leaders. 

Russia will continue to place the highest priority on the maintenance of a robust and capable 
arsenal of strategic nuclear weapons. Priorities for the strategic nuclear forces include the 
modernization of its road-mobile intercontinental ballistic missiles (iCBMs) and upgrades to 
strategic forces’ command and control facilities. In the next year, Russia will field more road - 
mobile 5S-27 Mod-2 ICBMs with multiple Independently targetable re-entry vehicles. It also 
will continue development of the RS-26 ballistic missile, the Dolgorukiy ballistic missile 
submarine, its SS N-32 Bulava submarine-launched ballistic missile, and next-generation air- 
and ground-launched cruise missiles. 

EAST ASIA 

China's People's Liberation Army (PIA) is building a modern military capable of defending 
China’s "core interests" of preserving its political system, protecting territorial Integrity and 
sovereignty (China views these to include Taiwan and other contested claims to land and 
water), and ensuring sustainable economic and social development. 

The PLA remains focused on transforming the army into a fully mechanized force. The PLA is 
converting its divisions into brigades to Increase lethality and improve combat capabilities. 
China's national-level training focus has been on brigade-level exercises that stress unit 
combat mission capabilities under realistic conditions, long distance mobility, and command 
and control. We expect these trends to continue 
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The PLA Navy continues to expand its operational and deployment areas. China's first aircraft 
carrier, commissioned In late 2012, will not reach Its full potential until it acquires a fully 
operational fixed-wing air regiment, but we expect the navy will maKe progress toward its 
goal this year. 

The South China Sea (SCS) remains a potential flashpoint. Overlapping claims among China. 
Vietnam, the Philippines, Malaysia, Taiwan, and Brunet- exacerbated by large-scale 
construction or major steps to militarize or expand law enforcement- has increased tensions 
among claimants. This has prompted an increase in defense acquisition, to include 
submarine capabilities, in some of these countries. 

In 2014, China twice deployed submarines to the Indian Ocean. The submarines probably 
conducted area familiarization to form a baseline for increasing China's power projection. 
China continues production of JIN-class nuclear-powered ballistic missile submarines and 
submarine-launched ballistic missiles. We expect China to conduct its first nuclear 
deterrence patrols this year. 

The PLA Air Force (PLAAF) is approaching modernization on a scale unprecedented In its 
history. China now has two stealth fighter programs - the third and fourth i-20 prototypes, 
which conducted their first flights In March and July 2014. Further PLAAF developments are 
anticipated. 

China's nuclear arsenal currently consists of 50-60 ICBMs. China is adding more survivable 
road*mobile systems, enhancing its silo-based systems, and developing a sea-based nuclear 

deterrent. They are also augmenting more than 1,200 conventional short-range ballistic 
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missiles deployed opposite Taiwan with a limited but growing number of conventionally 
armed, medlum*range ballistic missiles. Including the DF-IS, which will Improve China's 
ability to strike regional targets. China continues to deploy growing numbers of the DF-210 
antiship ballistic missile and is developing a tiered ballistic missile defense system, having 
successfully tested the upper-tier capability on two occasions. 

The Democratic People's Republic of Korea’s (DPRK) primary goals are preserving the 
control of the Kim family regime, improving its poor economy, and deterring attack by 
improving its strategic and conventional military capabilities. Pyongyang maintains that 
nuclear and ballistic missile capabilities are essential to ensure its sovereignty. 

The OPRK continues to prioritize maintaining the readiness of its large, forward'depioyed 
forces. While Pyongyang is stressing increased realism in military training, exercises still 
appear to do little more than maintain basic competencies. Because of its conventional 
military deficiencies, the DPRK is also concentrating on improving Its deterrence capabilities, 
especially its nuclear technology and ballistic missile forces. 

We believe the OPRK continues to develop its nuclear weapons and missile programs which 
pose a serious threat to the U.S. and regional allies. We remain concerned that the OPRK will 
conduct a nuclear test in the future. Following the United Nations' iU.N.) condemnation of 
its human rights record in November 2014. Pyongyang indicated it would "not refrain any 
further from conductinga nuclear test." This followed a statement in March 2014 wherein 
North Korea's Foreign Ministry warned it "would not rule out a new form of nuclear test." 
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Pyongyang is also making efforts to expand and modernize its deployed close-, shorty 
medium-, and intermediate -range systems. It seeks to develop longer-range ballistic missiles 
capable of delivering nuclear weapons to the U.S., and continues efforts to bring its KN08 
road-mobile IC6M to operational capacity. In 2015, North Korea will continue improving the 
combat proficiency of its deployed ballistic missile force, and will work to improve missile 
designs to boost overall capability. Pyongyang likely will launch additional ballistic missiles 
as part of its training and research and development process. We remain concerned by 
North Korea's iliicit proliferation activities and attempts to evade U.N. sanctions. 

MIDDLE EAST AND NORTH AFRICA 

The Islamic Republic of Iran continues to threaten U.S. strategic interests in the Middle East. 
Iran's actions and policies are designed to further its goal of becoming the dominant regional 
power, as well as enhance its strategic depth. 

Tehran views the U.S. as its most capable adversary and has fashioned its military strategy 
and doctrine accordingly. Iran's military posture is primarily defensive and is designed to 
deter an attack, survive an Initial attack If deterrence fails, and retaliate against its aggressor 
to force a diplomatic resolution. Iran's numerous underground facilities have helped reduce 
its military vulnerabilities. We do not anticipate any changes to this posture in 2015. 

We continue to assess Iran's goal is to develop capabilities that will allow it to build missile- 
deliverable nuclear weapons, should a decision be made to do so. The regime faces no 
insurmountable technical barriers to producing a nuclear weapon, making Iran's political will 


the central issue 
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Iran's overall defense strategy relies on a substantial inventory of theater ballistic missiles 
capable of reaching as far as southeastern Europe Iran continues to develop more 
sophisticated missiles, and Is improving the range and accuracy of Its current missile systems. 
Iran publicly stated that It intends to launch a space-launch vehicle as early as this year 
capable of ICBM ranges, If configured as such. 

Iran is also steadily Improving its military capabilities. The navy is developing faster, more 
lethal surface vessels, growing its submarine force, expanding its cruise missile defense 
capabilities, and increasing its presence in International waters The navy aspires to travel as 
far as the Atlantic Ocean 

Iran Is laboring to modernize Its air and air defense forces under the weight of international 
sanctions. Each year, Iran unveils what it claims are state-of-the-art, Iranian-made systems, 
including surface-to-air missiles (SAMs), radars, and unmanned aerial vehicles. It continues 
to seek an advanced long-range SAM. 

We assess the conflict In Syria is trending in the Asad regime's favor, which holds the military 
advantage In Aleppo - Syria's largest city. In 201S, we anticipate the regime's strategy will be 
to encircle Aleppo, cut opposition supply lines, and besiege the opposition. Hizballah and 
Iran, Damascus' key allies in Its fight against the opposition, continue to provide training, 
advice, and extensive logistical support to the Syrian government and Us supporters. 

Despite the regime's military advantage - particularly in firepower and air superiority - it will 
continue to struggle and be unable to decisively defeat the opposition in 2015. 
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in Libya, political Instability and ongoing militia violence have worsened over the year, exacerbating 
conditions that have already made Libya an attractive terrorist safe haven. ISIL has increased its 
presence and influence in Libya, particularly in Darnah. where it has begun establishing Islamic 
institutions. Without a unified government and capable military, there is limited possibility of stability 
in the near-term. 

As Egypt prepares for pariiamer^tary electiot^s (his spring, its leaders are facing numerous 
security concerns driven by regional unrest and several major terrorist attacks in 2014. 
Egyptian security forces face frequent attacks in Sinai and the Nile Valley despite suppressing 
most of the political unrest last year. Egyptians have also been attacked from and within 
Libyan territory. Egypt has responded to these attacks by increasing its CT campaign in Sinai 
and tightening security on the Gaza and Libya borders to reduce militant and arms Mow into 
Egypt- Egypt has also responded to attacks on its citizens in Libya with airstrikes and has 
called on the international coalition fighting ISIL to Include Libya in the fight. The upcoming 
year will likely see Egyptian security forces stressed by internal terrorist activities and efforts 
to manage Instability in Libya. 

In Yemen, instability has increased since the Huthis. a northern Zaydi Shia group with Iranian 
ties, captured the Presidential Palace in mid-January and attained senior positions in nearly 
all key Yemeni government and security institutions. Current conditions are providing AQAP 
operational space. Meanwhile. Yemen's neighbors are increasingly concerned about 
Instability spilling across their borders, potentially spreading another humanitarian crisis in 
the region. 
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SOUTH ASIA 

Pakistan Army ground operations in North Waziristan Agency (NWA) have cleared antistate 
militants from most population centers, and we expect the military will continue targeting 
remaining militant strongholds In 2015. The December 2014 Tehrik-e Taliban Pakistan (TTP) 
Peshawar attack against the army-run school that killed more than 140 people, mostly 
children, spurred the government and military to implement a national action plan against 
terrorism, including the establishment of military courts. 

Despite ongoing military operations, Pakistan will continue to face internal security threats 
from militant, sectarian, and separatist groups and remains concerned about ISIL outreach 
and propaganda In South Asia. 

India Is in the midst of a major military moderntzation effort to address problems with Its 
aging equipment and to better posture itself to defend against both Pakistan and China. 

New Delhi is working to address impediments to modernization, such as its cumbersome 
procurement process, budget constraints, and an inefficient domestic defense industry. 
India's relationship with Pakistan remains strained, marked by periodic skirmishes on or near 
the Line of Control that separates Indian and Pakistani Kashmir, resulting in the highest 
number of civilian casualties since 2003. Occasional unofficial Track'll dialogue resulted in 
little progress in resolving bilateral disputes. 

New Delhi and Beijing maintain limited military-tO'military engagement and continue to 
discuss their longstanding border dispute, despite occasional altercations between troops 
patrolling the border, India’s concern over Increased Chinese activity in South Asia has 
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pushed New Delhi to base advanced fighter aircraft and to raise additional ground forces 
opposite the China border. 

India continues to conduct periodic tests of Its nuclear-capable missiles to enhance and 
verify missile reliability and capabilities. India will continue developing an ICBM« the Agni VI. 
which will reportedly carry multiple warheads, and (s working on the development of several 
variants of a submarine-launched ballistic missile. 

AFRICA 

Security conditions in Somalia Improved In 2014 as progress was made against al-Shabaab, 
but challenges remain. The African Union Mission in Somalia (AMISOM) and the Somali 
National Army (SNA) conducted two rounds of offensive operations, liberating several ai- 
Shabaab-held towns in south-central Somalia, Including the lucrative port city of Baraawe. 
Somali militia participated In these operations, but remains unable to maintain control of 
cleared areas due to a number of factors, including endemic corruption and underlying clan 
tensions. Mogadishu's focus on governance and force Integration efforts should help 
decrease prospects for instability as regional administrations evolve during the next year 

Nigeria's presidential election* now scheduled for 28 March to allow for additional security 
measures, will probably be the closest and most contentious since civilian rule was restored 
in 1999. Violence throughout the election - and probably thereafter - will stretch security 
and military forces thin. The military leadership - often focused on advancing private gain 
over strategic imperatives - has failed to properly resource and train troops. Nigeria 
recently acquired new weapons systems, but troops lack the training and motivation to 
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effectively employ them. This instability is likely to lead to massive population 
displacements, more civilian deaths and kidnappings, growing extremist safe havens, and 
refugee spillover Into neighboring countries. 

LATIN AMERICA 

In Latin America, transnational threats such as drug- and arms- trafficking and special 
interest alien transit, coupled with porous borders, have Increased insecurity and challenged 
stability and prosperity. Moreover, outside actors are increasingly seeking to challenge the 
U.S. as the defense partner of choice in the region. 

Mexico remains the principal transit country for U.S. -bound cocaine, and the primary foreign 
supplier of methamphetamine, heroin, and marijuana to the U. S. Civilian and militarv 
security force pressure on all major drug trafficking groups has likely contributed to the 
decline in drug-related homicides. 

The Colombian government has made significant progress reducing cocaine production. 
While no longer the top cocaine producer globally, it remains the principal supplier of 
cocaine to the U.S. Drug profits fund Insurgent and Illegal armed groups, which increasingly 
work directly with Mexican drug cartels. 

Venezuelan President Nicolas Maduro has not resolved the factors that contributed to 
nationwide anti-government protests in 2014, including a poor economy, shortages of basic 
goods, unchecked violent crime, and the government's authoritarian tactics against the 
political opposition. We anticipate student organizations and the political opposition will 

stage protests in the months leading up to 2015 legislative elections. Military leaders have 
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remained loyal and will continue to quell anit government protests. We anticipate security 
fortes occasionally will use heavy-handed tactics to restore order. 

in Honduras, El Salvador, and Guatemala, violence levels tied to gang, drug, and criminal 
activity remain amongst the highest in the world. 

GLOBAl THREATS 

The threat to U.S. space systems and services will Increase as potential adversaries pursue 
disruptive and destructive counierspace capabilities. Rapidly evolving commercial space 
technology will support the global pursuit of enhanced space and counterspace capabilities 
that may narrow the technological gap with the U^. 

Chinese and Russian military leaders understand the unique Information advantages 
afforded by space systems and are developing capabilities to deny U.S. use of space in the 
event of a conMlct. Chinese military writings specifically highlight the need to Interfere with, 
damage, and destroy reconnaissance, navigation, and communication satellites. China has 
satellite jamming capabilities and is pursuing other antlsatellite systems. In iuiy 2014, China 
conducted a non-destructive antlsatellite missile test. A previous destructive test with this 
same system In 2007 created long-lived space debris. 

Russia’s military doctrine emphasizes space defense as a vital component of its national 
defense. Russian leaders openly assert that the Russian armed forces have antisateillte 
weapons and conduct antisatelUte research. 
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The global cyber threat environment presents numerous persistent challenges to the 
security and integrity of DoD networks and information. Threat actors now demonstrate an 
increased abiiity and willingness to conduct aggressive cyberspace operations— including 
both service disruptions and espionage— against U.S. and allied defense information 
networks. Similarly, we note with increasing concern recent destructive cyber actions against 
U.S. private-sector networks demonstrating capabilities that could hold U.S. government and 
defense networks at risk. 

For 2015, we expect espionage against U.S. government defense and defense contractor 
networks to continue largely unabated, while destructive network attack capabilities 
continue to develop and proliferate worldwide. We are also concerned about the threat to 
the integrity of U.S. defense procurement networks posed by supply chain vulnerabilities 
from counterfeit and sub-quality components. 

Threat actors Increasingly are willing to incorporate cyber options into regional and global 
power projection capabilities. The absence of universally accepted and enforceable norms 
of behavior in cyberspace contributes to this situation. In response, states worldwide are 
forming ‘‘cyber command‘‘ organizations and developing national capabilities. Similarly, 
cyberspace operations are playing Increasingly important roles in regional conflicts —for 
example, in eastern Ukraine— where online network disruptions, espionage, disinformation 
and propaganda activities are now integral to the conflict. 

Iran and North Korea now consider disruptive and destructive cyberspace operations a valid 
instrument of statecraft, including during what the U.S. considers peacetime. These states 
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likely view cyberspace operations as an effective means of imposing costs on their 
adversaries while limiting the likelihood of damaging reprisals. 

Non-state actors often express the desire to conduct malicious cyber attacks, but likely lack 
the capability to conduct high-level cyber operations. However, non^tate actors, such as 
Hizbaliah, AQAP, and ISIt will continue during the next year to effectively use the Internet for 
communication, propaganda, fundraising and recruitment. 

The proliferation and potential use of weapons of mass destruction (WMD) and ballistic 
missiles is a grave and enduring threat. Securing nuclear weapons, materials, and the 
scientific capabilities to develop chemical and biological weapons Is a worldwide imperative. 
The time when only a few states had access to the most dangerous technologies is past, and 
the use of chemicals in Syria further demonstrates the threat of WMO Is real . 

China will continue to be a source of dual-use WMO-appIlcable goods, equipment, and 
materials to countries of concern, like Iran, North Korea, and Syria. North Korea is among the 
world's leading suppliers of ballistic missiles and related technologies and, despite the 
adoption of U.N. Security Council resolutions, the OPRK continues proliferating weapons- 
related materiel. Russia. China, Iran, and North Korea engage In national'level military 
denial and deception programs that include the use of underground ^cilrties to conceal and 
protect WMOs, and command, control, and other strategic assets and functions, 

The proliferation of advanced conventional weapons, especially air defense systems and 
antiship cruise missiles, is a military issue of growing concern. Russian exports of these arms, 
including the SA-IT, SA'22, SA'20 SAM systems and the S$'N-26 Yakhont supersonic antiship 
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cruise missile is particularly troubltrtg. Russia has exported several of these systems to 
countries of concern, including the SA-17 to Venezuela, and the SA>17, SA-22 and Yakhoni to 
Syria. The SOO kilometer-range Yakhoni poses a major threat to U.S. naval operations 
particularly in the eastern Mediterranean There are no signs these sales will abate in 201S. 

If Russia was to sell the SA*20 to Iran, it would significantly increase Iranian military 
capabilities. 

Infectious diseases are emerging as a global health concern. The Ebola epidemic in VYest 
Africa Is the most visible reminder that health issues can suddenly materialize from 
anywhere and threaten American lives and interests. Our ability to mitigate and control 
health threats before they impact the U. S. relies on early warning, despite the absence of 
precise Indicators of when and where new diseases will emerge. Pandemic warning likely 
will become more challenging and complex in 201S. 

Finally, foreign Intelligence threats from Russian, Chinese, and Cuban intelligence services 
continue to be a challenge. Trusted insiders who disclose sensitive U.S. information for 
nefarious purposes will also remain a significant threat In 2015. The technical sophistication of 
this Insider threat exacerbates the challenge. 


Chairman McCain. Thank you. 

Director Clapper, on the issue of defensive weaponry to Ukraine, 
do you believe that, if we give that assistance, that it would esca- 
late — provoke Putin to escalate his assistance to the, quote, “sepa- 
ratists” and his aggression against Ukraine? 

Mr. Clapper. Well, General Breedlove discussed this recently, 
and he did make, I think, a very apt comment, and, you know, pre- 
dicting exactly what Putin will do or what his behavior will be is 
something of an unknown. I think the intelligence community view 
is that, if we were to provide lethal assistance to Ukraine, that this 
would evoke a negative reaction from Putin and the Russians. It 
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could potentially further remove the very thin figleaf of their posi- 
tion that they’re not — have not heen involved in Ukraine, and could 
lead to accelerating or promoting more weaponry and higher so- 
phistication into the separatist areas to support the separatists. 
But, I hasten to add, this is an intelligence community assessment, 
and this is not necessarily to suggest opposition to provision of le- 
thal aid. 

Chairman McCain. Well, I’m glad you added that, because my 
next question is. What more do you think that Putin would do — 
could do? Go to Kiev? 

Mr. Clapper. Sir, we don’t 

Chairman McCain. They certainly — the weaponry he’s using now 
is his most sophisticated weaponry. 

Mr. Clapper. We don’t — well, he could bring in a lot more if he 
wanted to, and 

Chairman McCain. He could bring in more 

Mr. Clapper. — certainly more volumes of it. 

Chairman McCain. To do what? 

Mr. Clapper. Well, for example, armed helicopters 

Chairman McCain. Yeah, to do — to achieve what goal? 

Mr. Clapper. Well, it is not our assessment that he is bent on 
capturing or conquering all of Ukraine. He certainly wants 

Chairman McCain. Absolutely. 

Mr. Clapper. — I believe he wants a whole — from an infrastruc- 
ture standpoint — entity, I believe, composed of the two oblasts in 
eastern Ukraine — 

Chairman McCain. Which he’s already 

Mr. Clapper. — to include, perhaps 

Chairman McCain: — achieving. 

Mr. Clapper. — a land bridge to Crimea and perhaps a port — spe- 
cifically, Mariupol. We do not believe that an attack on Mariupol 
is imminent. Think they’re in the mode now of reconstituting and 
regrouping after the major confrontation in Debaltseve. 

Chairman McCain. Well, I have to tell you that I disagree with 
you. They’re already increasing activities around Mariupol, and I 
will predict to you now he will put additional pressure on Mariupol, 
because he wants to establish the land bridge there. Just as some 
of us predicted exactly what he’s doing now. 

And to say that we’re worried about provoking him, he’s not 
going to go to Kiev. He’s going to establish the land bridge to Cri- 
mea, and then he’s going to figure out whether he should go to 
Moldova, or not. He’s already putting intense pressure on the Bal- 
tics. We all know that. We don’t have to have intelligence reports 
to get that. 

So, this idea that somehow we will provoke Vladimir Putin — he’s 
done everything he wanted to do. General. You tell me what he 
didn’t want to do that would have — that he would have done if we 
had provided these people with the ability to defend themselves 
rather than be slaughtered by the most modern equipment that the 
Russians have. 

Mr. Clapper. Well, I don’t think he will view it happily if we 
provide — if the United States provides lethal support. That’s 

Chairman McCain. Because more Russians might be killed who 
are now in Crimea killing Ukrainians. 
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Mr. Clapper. That’s right. And it will he harder for him to hide 
that fact to the home audience. 

Chairman McCain. What difference does it make whether he 
hides it? There’s no hiding what he’s done. Everybody knows what 
he’s done. 

Mr. Clapper. Well, everyone in Russia 

Chairman McCain. General Breedlove has made it — laid it out 
very clearly. 

Well, I’m not in an open dispute with you. I’d — we’ve got to move 
on. But, it is just incredible to believe that he would be, quote, 
“provoked” to further action, when he has achieved every goal that 
he sought along the way. And we’ll see who’s right about Mariupol, 
Director Clapper. 

Mr. Clapper. Sir, I’m not arguing about Mariupol. The only 
issue there is timing. I believe they will not — they’ll wait 

Chairman McCain. He’s got plenty of time. 

Mr. Clapper. — they’ll wait til the spring before they attack. 
That’s 

Chairman McCain. Sure. 

Mr. Clapper. That will be a formal undertaking for the Russians 
and the separatists. 

Chairman McCain. I agree with you. 

Mr. Clapper. It’s much better defended. 

Chairman McCain. I totally agree with you. Why not pull back? 
He’s not getting any increasing in sanctions, he’s not getting weap- 
ons — or the Ukrainians aren’t receiving defensive weapons from us. 
If I were him, I would do exactly that, too. He’s got plenty of time. 

Yesterday, the Secretary of State said, “Our citizens, our world 
today, is actually — despite ISIL, despite the visible killings that 
you see and how horrific they are, we’re actually living in a period 
of less daily threat to Americans and to people in the world than 
normally. Less deaths, less violent deaths today than through the 
last century.” And yet, just today, the Director of the Federal Bu- 
reau of Investigation (FBI) and others have said that there are 
threats to 30 nations — excuse me — 30 States in this Nation. What 
is your view of the threat to the United States of America, Director 
Clapper? 

Mr. Clapper. Well, first, sir, I will say, as I’ve said every year — 
this’ll be the fifth year that — in my 50-plus years in the intelligence 
business, I don’t know of a time that has been more beset by chal- 
lenges and crises around the world. I worry a lot about the safety 
and security of this country, for a lot of reasons, not the least of 
which, which Senator Reed alluded to, is the impacts that seques- 
tration is having on the intelligence community. We didn’t get a 
pass. So, the same rules that apply to, say, the Department of De- 
fense apply to us, as well. So, the combination of the challenges 
that we have around the world and the declining resource base 
that we have to monitor them is of concern to me. 

Chairman McCain. So, could I just 

Mr. Clapper. Director Comey was referring to the fact that he 
now has some form of investigation — and, of course, the FBI has 
a tiered system for intensity of investigation — and they now have 
some form of investigation on homegrown violent extremists, not 
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necessarily direct sympathizers or supporters of ISIL, but in all 50 
of our States. 

Chairman McCain. Thank you, Director. And I could just ask, 
again, because you made reference to it, if we don’t — if we stick to 
sequestration, as it is planned, it will impair our ability for you to 
do your job and defend this Nation. Is that a correct statement? 

Mr. Clapper. Yes, sir. And I’ve said that in the past. A little 
harder for intelligence to make that case as concretely as, say, the 
Navy and how many ships it builds, or the Air Force and how 
many aircraft it’s able to fly. In our case, the impacts — I hate to 
use the word, but I will — are more insidious, in that predicting 
when we have a lesser capability will eventuate in a failure is hard 
to quantify. But, just based on my best professional judgment from 
having served in this business for a long time. I’m very concerned 
about it. And if we revert to sequestration in 2016, the damage to 
the intelligence community will be quite profound. 

Chairman McCain. I thank you very much. Director. 

Thank you. General. 

Jack? 

Senator Reed. General, thank you. And, both generals, thank 
you. 

The Chairman has covered very well some of the issues arising 
out of the Russian activities in Ukraine and Crimea. Is your as- 
sessment that Putin is carrying out a strategic plan, or is some of 
this opportunistic? He’s just seizing the moment? Or it’s a combina- 
tion of both? 

Mr. Clapper. I’m sorry, sir, I didn’t 

Senator Reed. Or is it a combination of both. 

Mr. Clapper. Both 

Senator Reed. He has a strategy 

Mr. Clapper. — a strategic plan and 

Senator Reed. — and opportunistic 

Mr. Clapper. Well, yes. I think it became a strategic plan when 
Yanukovych upped and left very suddenly last — almost a year ago, 
22nd of February. And then I think he saw an opportunity, particu- 
larly with the seizure of Crimea, which I think has always been in 
his craw. And, given Putin’s approach and the way he looks at 
greater Russia and what a disaster the breakup of the Soviet 
Union was, and his — as I said in my statement, that his highest 
foreign policy objective is controlling the former Soviet space. So, 
I think, on the heels of the seizure of Crimea and the establish- 
ment of some sort of an arrangement in eastern Ukraine, and what 
I believe will be more of a softer approach, maybe not direct mili- 
tary action, but, as the Chairman alluded to, Transnistria and 
Moldova, and certainly there’ll be pressure brought to bear in the 
Baltics, particularly where there are high levels of Russian minori- 
ties. A little different situation with the Baltics, since they are 
North Atlantic Treaty Organization (NATO) members, which, of 
course, Moldova, Ukraine, et cetera, are not. 

Senator Reed. We have conducted recently some very small mili- 
tary demonstrations in the Baltics. Company of the 173rd Airborne 
went in. I think just a day or two ago there was a parade of U.S. 
military vehicles. What’s the reaction to the Russians to those? 
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Mr. Clapper. Well, they, I think, watch that. I mean, that’s — it’s 
an — it’s symbolically important. There’s a messaging there. And I 
think it is — and they’re sensitive to that. They’re mindful of the 
fact that the Baltic nations are NATO members. And I do think 
they distinguish that. 

Senator Reed. We have elaborate sanctions in place. You’ve indi- 
cated in your comments that they have not had, in my interpreta- 
tion, an appreciable effect yet on his strategy. They might be affect- 
ing the economy, but they haven’t affected his strategy. 

Mr. Clapper. That’s exactly right. Senator Reed. So far, that has 
not changed his approach. And, of course, what’s had the greater 
impact, frankly, on the economy has been the 

Senator Reed. Oil. 

Mr. Clapper. — precipitous drop in oil prices. 

Senator Reed. Do you have any sort of indication that this is — 
as this situation deteriorates further, there will be an impact on 
his strategy? 

Mr. Clapper. There could. And there — and, of course, what we 
see is, they’re very sensitive to opposition, you know, demonstra- 
tions in the street. They’re very, very sensitive about a color revolu- 
tion occurring in Russia, itself. And, of course, that’s another rea- 
son why Putin reacted to the situation in Ukraine, because he be- 
lieves we instigated that as another color revolution in Ukraine 
right on his doorstep, and that, in turn, posed a — in his mind, an 
existential threat to — in Russia. 

Senator Reed. Just changing gears, the Iranians have a explicit 
presence in Iraq today, and we have forces there, too. And in the 
next several days or weeks, there’s two possible triggering events. 
One would be much more aggressive action against the Assad re- 
gime in Syria or the resolution of the negotiations with the Ira- 
nians on their nuclear program. Do you have any views with re- 
spect to what might happen to — within Iraq with respect to their 
Iranian forces, which are now sort of not cooperating with us, 
but 

Mr. Clapper. Is your question, sir. Is there a connection between 
the nuclear negotiations and agreement 

Senator Reed. Will there be a reaction in Iraq to either the ac- 
tivities that we undertake, or proceed to undertake, in Syria or the 
conclusion of the negotiations? 

Mr. Clapper. I really don’t think that the negotiations, one way 
or the other, will have much bearing on what they do in Iraq or 
anyplace they are trying to exert their influence, meaning Syria or 
now Yemen. As best we can tell, the Iranians have kind of seg- 
mented the nuclear negotiations and potential nuclear agreement 
from their regional aspirations. 

Senator Reed. Thank you. General. 

Chairman McCain. Senator Inhofe. 

Senator Inhofe. Thank you, Mr. Chairman. 

I have three questions — two short ones; the other one may re- 
quire going on the record. 

Director Clapper, I know what your answer is, after hearing your 
opening statement, but, when you said, “Looking back over my now 
more than half century of intelligence. I’ve not experienced a time 
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when we’ve been beset by more crisis and threats around the 
globe.” And you still stand by that. And — correct? 

Mr. Clapper. Yes, sir. And if I’m hear next year, I’ll probably say 
it again. 

Senator Inhofe. Yeah. Well, I appreciate that. You’ve been 
straightforward and honest about these things. 

General Stewart, you stated, and this — that we face a more di- 
verse and complex problem than we have experienced in our life- 
times. Still stand by that? 

General Stewart. Absolutely, Senator. 

Senator Inhofe. Yes. Well, now, there’s an assumption, when 
we’re out in the public, out talking to real people and away from 
Washington, that we, who are on this committee, know a lot of an- 
swers that we don’t know. And one of them that should be a very 
easy answer — and I want to get something from you guys that I 
can stand on — when we talk about the power, in terms of the 
strength and number of bodies in this — in ISIL or ISIS — in Sep- 
tember 2014, we talked about that it’s been an additional some — 
20,000 since this all started. I think we all agree on that. But, they 
said it was somewhere between 20- and 31,5- fighters that were in 
Iraq and Syria. Now we know, since that time, it’s gone beyond 
that. Then, in August, they talked about from 80- to 100,000. Then, 
in November, one of the Kurdish leaders stated that the — ISIL’s 
military had increased to 200,000 fighters. Can you kind of give us 
an idea — and, number one, why it’s so difficult to do, and, number 
two, something that we can use and quote you two as the sources? 

Mr. Clapper. It’s — from my vantage, it’s unfortunate these num- 
bers get out. For one, we don’t have what I would call Census Bu- 
reau door-to-door survey accuracy or fidelity over these numbers. 
They’re very hard to come by. We have to derive them inferentially 
from a number of different sources. Ergo, even when we do come 
out with numbers, they’re — you’ll have a wide range. So, the cur- 
rent estimate is — that we’re standing on, here, is somewhere in the 
range between 20- and 32,000 fighters. Now, the difficulty here is 
assessing who’s a core fighter who does this full-time, who may be 
a facilitator or supporter and do it part time, and all that sort of 
thing. 

I will say that the — this is one effect of the airstrikes, has been 
substantial attrition. They lost at least 3,000 fighters in Khobani. 
For whatever reason, they wanted to do that. And, as well, what 
that’s driving them to — now we’re seeing evidence of conscription. 
So, the estimate that we’re going with 

Senator Inhofe. But, that’s 

Mr. Clapper. — right now, but this is very dynamic, is 20- to 
32,000. 

Senator Inhofe. Yeah. We’re — gosh, I — well, anyway. 

It may take a while to get into this, but I am — I’m very much — 
I was over in the Ukraine when they had their elections. And that’s 
when they had the elections, and it was Yatsenyuk as much as 
Poroshenko. They were just elated. Both of them from different po- 
litical parties, but the political parties are very pro-Western, and 
they were rejoicing in the fact that, for the first time in 96 years, 
the Communists don’t have one seat in Parliament. To me, I 
thought, when that happened, there’s not going to be any problem 
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with us going in with weapons. And obviously, the Democrats and 
Republicans up here agreed with that. We have language in our 
last defense authorization bill that we had $75 million, where we 
were encouraging the President to use, through the European Re- 
assurance Initiative, for weapons going in to be of assist to our best 
friend in that area. 

Now, I can’t figure out why we don’t do it. Let me just ask the 
two of you. Would you recommend it? 

Mr. Clapper. Sir, I think I have to answer two ways, here. One, 

institutionally, this is a policy issue. And 

Senator Inhofe. Yeah, now 

Mr. Clapper. — the Intelligence Community doesn’t 

Senator Inhofe. — let me make sure. I’m not talking about send- 
ing troops. I’m talking about sending lethal weapons. 

Mr. Clapper. I understand. I understand 

Senator Inhofe. All right. 

Mr. Clapper. — what you’re asking, and that’s what I’m answer- 
ing, I think. So, from an intelligence community perspective, that 
is a policy issue. We’re down in the engine room, shoveling intel- 
ligence coal, and the people up on the bridge, to use a Navy meta- 
phor, drive the ship and rearrange the deck chairs. 

I have a personal view. And it is only that 

Senator Inhofe. All right. 

Mr. Clapper. — that I would favor it. But, that’s a personal per- 
spective, and 

Senator Inhofe. That’s what 

Mr. Clapper. — it does not 

Senator Inhofe. And I appreciate your 

Mr. Clapper. — represent an official company policy of the Intel- 
ligence Community. 

Senator Inhofe. I appreciate that very much. 

And General Stewart? 

General Stewart. Sir, I’m trying to stay out of the personal 

Senator Inhofe. I know you’re trying to stay out, but 

General Stewart. So 

Senator Inhofe. — it’s time that we — we’ve got to get this done. 
General Stewart. — we stand by the assessment, that lethal aid 
couldn’t be delivered quickly enough or change the military balance 
of power on the ground. 

Senator Inhofe. So, you’re for lethal, right? 

General Stewart. It would not change the military balance of 
power, and it couldn’t get there quickly enough to make a dif- 
ference, and that Russia will up that 

Senator Inhofe. As a military guy, do you buy this argument 
that we might be provoking negative reaction from Putin? You 
know, I listen to — I see what our — what the President is doing on — 
every once in a while. And they talk about, “Well, we don’t want 
to make the terrorists mad at us, they might hurt us.” And, you 
know — so, what’s your opinion about this statement on provoking 
a negative reaction from Putin? 

General Stewart. I think as important as Moscow placed on 
Ukraine to keep it in their near abroad, to keep it out of the EU, 
to keep it out of NATO, I think they will up the ante if we do any 
lethal aid or take any actions to bolster the Ukrainians. Whether 
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that provokes the President or not, it’s hard for me to say. The re- 
alities are, they see this as central to their foreign policy, they see 
it as critical that they keep Ukraine out of NATO, to keep it out 
of the Western sphere of influence 

Senator Inhofe. Yeah, and 

General Stewart. — and exert influence. And they’ll react accord- 
ingly, I suspect. 

Senator Inhofe. Thank you. General. 

Chairman McCain. Well, I’m sure that Hitler felt the same way. 
General Stewart, about the Sudetenland, about German-speaking 
people. I’m sure he felt exactly the same way that Vladimir Putin 
does. And, for you to say that we can’t get lethal weapons there 
quickly enough, that defies logic. General. I know how we can 
transport weapons. We can put ’em on aircraft and fly ’em over 
there. 

General Stewart. But, you 

Chairman McCain. How do you justify a statement like that? 

General Stewart. Senator, I believe the answer was, “We 
couldn’t deliver lethal aid sufficiently — quickly enough to change 
the military balance of power on the ground.” And I think I 
stand 

Chairman McCain. Quickly enough? What does that mean? I — 
it’s 

General Stewart. Russia and the separatists have significant in- 
terior lines that they can resupply a lot faster with a lot heavier 
weapons than we could deliver in — so, it would be a race to see who 
could arm. And I think, with their interior lines, they would have 
a significant advantage on the ground. 

Chairman McCain. I’m sure that the Russians had a significant 
advantage when they invaded Afghanistan. I’m sure that, through- 
out history, when we’ve helped people who have been invaded and 
oppressed, and when we haven’t, what is — the consequences have 
been. Very disappointing. General. 

Senator Shaheen. 

Senator Shaheen. Thank you, Mr. Chairman. 

And thank you both for your testimony. 

I want to go back to the Middle East and to what’s happening 
in Syria. To what extent is Assad’s continued — I don’t want to say 
“control over Syria,” because I appreciate that he doesn’t have con- 
trol over the entire country — ^but, to what extent is his position 
there an obstacle to our fight against ISIL? And is there — what’s 
the thinking about how to change that dynamic? 

Mr. Clapper. Well, I — that — the last part of your question is a 
tough one. I — he maintains the control because of his control of the 
economic levers, to the extent that they have them. His focus is on 
the — what I would call the “Western spine,” say from Aleppo to Da- 
mascus. That’s where most of the population is, and the major com- 
mercial entities, to include the ports. So, he has surrounded by peo- 
ple who are committed to preserving that, because they benefit 
from it. They are the minority. The Alawites are, you know, only 
10 percent. So, for them, this is an existential struggle. And, of 
course, the irony is that we actually are in common in — ^both Assad 
and his regime are opposed to and fighting ISIL, as we are. And 
so, it’s a very, you know, complex array of factors there. 
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Senator Shaheen. And to what extent have — has that affected 
other Arah countries in the Middle East and their willingness to 
engage with us? 

Mr. Clapper. Well, there’s been, you know, I think, somewhat of 
a change. It’s gradual. But, the fact that many of these countries 
aren’t participating in the coalition that General John Allen has 
been organizing. I do think the brutal savagery of the ISIL, and the 
beheadings and then the emulation of the Jordanian pilot, have 
had a galvanizing effect on opinion in the Mideast region. So, I 
think there is more of a willingness to cooperate. There certainly 
is, from the standpoint of intelligence sharing and our partnering 
with our counterparts in that part of the world. 

Senator Shaheen. And are you optimistic that Turkey will be- 
come more engaged than they have been? 

Mr. Clapper. No, I’m not. I think Turkey has other priorities 
and other interests. They are more focused on what they consider 
to be the threat: the KGK, the Kurdish resistance, if you will, in 
Turkey. Public opinion polls show, in Turkey, they don’t see ISIL 
as a primary threat. They’re more focused internally on their econ- 
omy and this sort of thing. And, of course, the consequence of that 
is a permissive environment, in terms of — ^because of their laws, 
and the ability of people to travel through Turkey en route to 
Syria. So, somewhere in the neighborhood of 60 percent of those 
foreign fighters find their way to Syria through Turkey. 

Senator Shaheen. And to move to Iraq, to what extent is Iran’s 
presence in Iraq an obstacle to Abadi’s ability to make the kinds 
of overtures and engage the Sunnis in the way that he needs to 
in 

Mr. Clapper. Well, he — he’s in a very 

Senator Shaheen. — order to keep the country unified? 

Mr. Clapper. — very difficult position, having to balance these 
competing constituencies. And clearly the Iranians have influence. 
They’re there. They’re helping, as well, in the fight against ISIL. 
He’s got issues with his own Shi’a power base, since they’re com- 
petitors to him. There’s still great reluctance to fully include the 
Sunnis, which must happen. There are two laws in their Council 
of Representatives that are extremely important to Sunnis: de- 
Ba’athification and 

Senator Shaheen. Right. 

Mr. Clapper. — anti-terrorism laws. So, he’s in a very, very dif- 
ficult position. 

Senator Shaheen. What I’m trying to ask you to respond to, and 
I haven’t been as articulate as I should, I guess, is. To what extent 
does — is Iran weighing their efforts to under — to take on ISIL 
versus the Sunni’s role in Iraq? I mean, are they balancing that? 
Are they just 

Mr. Clapper. Well, the fundamental interest of the Iranians, of 
course, is to preserve a Shi’a or Shi’a-friendly government in Bagh- 
dad. So, that is kind of their underlying policy objective. And, of 
course, ISIL poses a threat to the Iranians, as well. And so, they 
have an interest there in sustaining their aggressive combat, if you 
will, and assistance in opposing ISIL. 

Senator Shaheen. My time is up. Thank you both. 

Chairman McCain. Senator Ernst. 
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Senator Ernst. Thank you, Mr. Chairman. 

Thank you, gentlemen, for appearing before us today. I do appre- 
ciate your service. 

I’d like to go into the discussion with Iran a little bit more. Their 
Iranian military is arguably one of the most deployed forces in the 
Middle East from — in probably more than a generation. But, they 
have been into areas, such as Syria, Iraq, Lebanon, Bahrain, 
Yemen. So, Iran is effectively reinforcing and increasing its sphere 
of influence in the region. And it is also defending its allies in ways 
which afford Iran the ability to decisively engage its adversaries 
and immediately alter any battlefield momentum. So, we have seen 
a progression of expert witnesses in front of this very panel, and 
many of my colleagues and these witnesses have stated that they 
do believe the President is failing in this area of setting a national 
strategy. And his failure to construct a comprehensive strategy 
against Iran has led to Iran’s expanded influence in the Middle 
East. 

So, I would like to hear your assessment. Director Clapper, on, 
of course, the tools that Iran has in its pocket, and whether we are 
effectively engaging Iran, what we need to do to gain a national se- 
curity strategy. I’d like to see all the pieces put together, please. 

Mr. Clapper. Well, I can — Senator, I can comment on the intel- 
ligence aspects of this, national security strategy, again, is not my 
compartment. 

But, the way that Iran is exerting its influence, I think, most 
prominently in the region is through the — their organization called 
the Iranian Republican Guard Corps, Quds Force, which is a com- 
bination of intelligence and special ops, has extensive commercial 
enterprise businesses, and this sort of thing. And so, they use that 
as their instrumentality, as they are now in Iraq, for extending 
their influence, as one of their proxies. And, of course, another one 
of their proxies is the Hezbollah, which they have had a long client- 
subordinate relationship with. And so, they use those as sort of the 
physical manifestation of their spreading their influence in the re- 
gion. And, certainly from an intelligence perspective, we — you 
know, we try hard to keep tabs on those entities as we can from 
intelligence. 

Senator Ernst. And is there a way. Director, that we can more 
effectively engage our neighbors in the Middle East to push back 
on Iran’s influence? 

Mr. Clapper. Well, we — from an intelligence perspective, which 
is all I can speak to, we do engage with our intelligence counter- 
parts in all of these countries, those who are willing to engage with 
us, particularly the Sunni countries, who also — who do harbor 
great reservations about Iranians — Iranian objectives. 

Senator Ernst. Thank you very much. 

I’ll yield back my time. 

Chairman McCain. Senator Donnelly. 

Senator Donnelly. Thank you, Mr. Chairman. 

And thank you both for being here. 

In regards to Iraq, what do you think are the biggest challenges 
that the Iraqi forces face right now in pushing ISIS back from 
Mosul and Tikrit? 
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Mr. Clapper. Well, a first thing, I think — and General Stewart 
can speak to this as well, since he’s 

Senator Donnelly. Right. 

Mr. Clapper. — served there — hut, obviously, the Iraqi Security 
Forces, particularly the army, need to reconstitute, after the pre- 
cipitate losses in northern Iraq last June, where about four-and-a- 
half divisions or so of Iraqi forces just kind of melted away. So, that 
is — first order of business, I think, is to reconstitute them, which 
includes training and, hopefully, instantiation of a will to fight. 
They have challenges, clearly, with command and control, with 
leadership, with logistics. So, they’ve got a whole range of issues 
there that need to be attended to before they’d be in a position to, 
certainly unilaterally, retake a — you know, a place like 

Senator Donnelly. General, how long do you think that’ll take, 
to try to get them back up to speed? 

General Stewart. So, if I could put it in context, last fall they 
had about 185,000 in the Iraqi Security Force, about three divi- 
sions — the 6th, the 9th, and the 7th Division. All three of those di- 
visions are engaged today, so they’re not getting that continuous 
training. They’re engaged in operations. They’re building three ad- 
ditional divisions. Those three divisions, you’re talking about build- 
ing from the ground up. So, to build from the ground up individual 
soldiers 

Senator Donnelly. When are they ready? 

General Stewart. We’re talking probably 6 to 9 months, at a 
best estimate. 

Senator Donnelly. Director Clapper, here at home, when I look 
at what’s going on with ISIS and see the threats that occur here, 
and the threat levels that we had last year — if you had to put it 
in perspective — this time last year, this time now — and it’s an inex- 
act art, percentagewise — significantly increased threats now than 
we were having last year at this same time, about the same? 

Mr. Clapper. It’s probably about the same, sir. 

Senator Donnelly. Okay. And in regards to ISIS — so, our push 
is to get ’em out of Iraq, then to remove them from Syria — when 
we get to that point where ISIS is gone, does that threat level come 
down, here at home? 

Mr. Clapper. It would — I — yeah, absolutely it would, I think, 
but — at least that would reduce the threat some. But, again, as — 
if the caliphate is extended to other locations, which is what ISIL 
is trying to do — Libya, Egypt, et cetera — then we’ll have that to 
contend with. So, yes, there would be some reduction of threat be- 
cause — if ISIL were defeated in both Iraq and Syria, at least you 
are — have done away with a substantial safe haven, which would 
serve to reduce the threat some. 

Senator Donnelly. When you look over to Libya, is that the next 
place, or one of the key places, they look now as, “Here’s open 
space that’s failed. Here’s a place where we can try to grow”? 

Mr. Clapper. It is probably the most troublesome, from that 
standpoint, just because of the conditions in Libya — you know, two 
competing governments fighting with each other. There are, in ad- 
dition to ISIL, probably six or eight other terrorist groups that 
have gathered in Libya. So, it’s a magnet because of — essentially, 
it’s ungoverned. 
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Senator Donnelly. And when you look at a place that’s 
ungoverned, you know, not too far from the Mediterranean, right 
there, what do you see — like you said, you don’t set all the strat- 
egy; you review all the intelligence — but, what do you see as the 
best steps we can take in that region right now — and. General 
Stewart, you, too — in Libya, to try to change the course of what’s 
going on? 

Mr. Clapper. Well, from an intelligence perspective we, I think, 
clearly need to step up our game from an ISR perspective, where 
we can operate. I think there’s a lot of merit to partnering with the 
French, who have sort of staked out their claim in the Sahel region 
of North Africa. So, we have worked with the French, particularly 
from an intelligence perspective, to share with them. They have 
history and heritage there, access, and have committed to deploy- 
ing troops in that area — boots on the ground, which we can supple- 
ment. So, those are things, from an intelligence perspective, that 
we — so, as we get a better handle on just what is going on in that 
part of the world. 

Senator Donnelly. And I see my time is up, but I just want to 
ask one very quick question that you can just 

How are we doing on cooperation, interagency, here at home? 
Better than ever before? 

Mr. Clapper. Well, that’s, frankly, the reason my job was cre- 
ated, after September 11, is — promote integration here in this 
country. I’d like to think it’s better. I was around for a long time 
before September 11, so I — it is better, but it’s — there was always 
improvement. We’re not as mature in the — on the domestic side, in 
coordinating with State, local, tribal, et cetera, but I think we’ve 
made a lot of progress there, and we’ll continue. And it’s something 
I push very hard. 

Senator Donnelly. Thank you, Mr. Chairman. 

Chairman McCain. Senator Fischer. 

Senator Fischer. Thank you, Mr. Chairman. 

Director Clapper, what do you assess is Assad’s likely response 
to the introduction of our United States -trained Syrians to move in 
against ISIL in Syria? And do you assess that Assad will attack 
them? 

Mr. Clapper. Well, if the — as long as Assad is — believes some- 
how that this — once it gets up sufficient center of mass, you know, 
enough force — as long as he felt as though this were something to 
be used only against ISIL, he’d probably be okay with it. But, I 
think he’d have a hard time determining whether it’s a threat to 
ISIL or a threat to him. So, I could see a circumstance where, de- 
pending on what information he’s getting — and we wonder about 
that sometimes — that he could easily consider that force as a 
threat to him. 

Senator Fischer. Do you believe that you’re receiving good intel- 
ligence from that — from Syria, from that area, in regards to this? 

Mr. Clapper. No, we have a lot of gaps for — intelligence gaps in 
Syria, principally because we’re not there. So, no. I’m not satisfied 
with that. We’re working at it, obviously, to come up with more in- 
telligence from Syria. But, that’s a tough problem for us. 
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Senator Fischer. Have you received any intelligence that would, 
I guess, give you comfort, in that the moderates that would be 
trained by us would, in fact, be fighting ISIL and not Assad? 

Mr. Clapper. I think a more fulsome response to that would be 
best in a classified environment. But, I guess the short answer 
would be yes. 

Senator Fischer. Okay. And how do you — how would you assess 
Russia and Iran will be looking at these trained forces? 

Mr. Clapper. Well, probably wouldn’t like it. I think, at this 
point, you know, Russia looks at Syria as a client, as an ally, some- 
one that they provide support to. So, again, it would be almost the 
same perception problem with the Russians as it would be with 
Assad. If — they could probably rationalize, if it’s focused on ISIL, 
but if it be — it’s perceived as a threat to the regime, then I think 
that they would react negatively to it. 

Senator Fischer. And if they would perceive it as a threat, what 
type of force would they employ, then? You said they’d react nega- 
tively. 

Mr. Clapper. The Russians? 

Senator Fischer. Yes. 

Mr. Clapper. I’d — well, I — this is really speculative, hypo- 
thetical. I don’t think they would necessarily deploy combat forces 
to Syria. They would probably step up military equipment support, 
which they’ve been doing, intelligence support, if, in fact, they, too, 
perceive that what we were doing was a direct threat to Assad. 

Senator Fischer. Okay. And if I could shift gears, here. I’d like 
to ask you something about cybersecurity. As you know, the Senate 
is looking at a bill to authorize greater information sharing. There 
are some concerns out there about the entities that the — that we 
might be sharing that information with. I’d like to ask you. How 
do we balance that? How do we balance the risks between really 
valuable information sharing and the need not to provide informa- 
tion either to private individuals, hackers that are out there, or to 
a foreign government that may be able to pick up information that 
we give our colleagues, in trying to work with this, that they could 
then, in turn, use against us? 

Mr. Clapper. Well, that’s exactly the issue. In fact, that’s a gen- 
eral dilemma that we have across the board, whether it’s cyber or 
any other dimension. You know, the — sharing versus security. And 
that’s the same issue here. There is no silver-bullet answer here. 

I do think there, though, needs to be some form of legislation 
that would protect, from a liability standpoint, commercial concerns 
so that they would more freely — they’d be in a position to share 
with the government. This is not something government can do all 
by itself There has to be — given the pervasiveness of cyber in our 
society, we must have the partnering of the civilian sector, which 
means promoting sharing, both ways. 

But, you’re right, there’s always this concern, there’s always a 
tradeoff between security and sharing. 

Senator Fischer. Thank you, sir. 

Chairman McCain. Senator King. 

Senator King. Thank you, Mr. Chairman. 

To follow up on that, I believe that it’s critically important that 
we move legislation that provides for that sharing so that we have 
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more vigorous defense. And, indeed, the Intelligence Committee re- 
ported out a bill last summer. I understand that that bill has been 
somewhat renegotiated, reworked, and it will be moving forward 
reasonably soon. I hope that that’s one of the Congress’s highest 
priorities. I don’t know how many warnings we have to have. 

Turning to ISIS, what are the chances that it will wear out its 
welcome within the areas where it is now trying to govern, because 
of the weight of its brutal and harsh ideology? And I guess the fol- 
lowup question is. Do we have any intelligence about what’s going 
on inside Mosul, inside Raqqa, in terms of the citizens and how 
they feel about the — this new regime? 

Mr. Clapper. Senator King, to answer the question, I think that 
is a very important point, and we are seeing anecdotal evidence of 
resentment, and even resistance, in those areas that are controlled 
by ISIL, because of their brutal approach to enforcing Sharia. 

I think the challenge — and we’re already seeing indications of 
this — that ISIL has — as I mentioned in my oral statement, assum- 
ing some of the accouterments are some of the characteristics of a 
nation-state, and now they’ve having challenges with governance — 
they do not have enough financial wherewithal to provide the serv- 
ices — municipal services that are required to run a city of a million 
people. So, we’re 

Senator King. You mean they’re running 

Mr. Clapper. — electricity 

Senator King. You mean they’re running a deficit? Maybe we 
could ship them the sequester in a sealed railroad car. [Laughter.] 

Mr. Clapper. That’d be good. 

We’re seeing signs of electrical — electricity outages, shortages of 
food and commodities. The airstrikes against their — the refining ca- 
pability has forced them to go to a lot of individual mom-and-pop 
refining stills. So, they’re going to have trouble generating the rev- 
enue that would be needed to actually run the areas they have cap- 
tured. And that — and we’re seeing anecdotal evidence of the strains 
and the stresses that’s putting particularly on the city of Mosul and 
its citizens. 

Senator King. Does that suggest that perhaps a containment 
strategy instead of a reinvasion strategy — General Stewart, you’ve 
testified recently about the proportion of troops it takes to root 
somebody out of an urban setting. Could you articulate that for us? 

General Stewart. If I recall, we talked about the ratio of offen- 
sive forces to 

Senator King. Correct. 

General Stewart. — take a urban environment, something in an 
order of 10 to 1, offense versus a defense. That requires a very 
skilled, determined force to take that kind of action. 

There is something to be said about ISIL wearing out its wel- 
come. It’s precisely what turned al Qaeda in Iraq before — the bru- 
tality, the inability to govern — that convinced the tribes that there 
may be a better option. 

Senator King. And ISIS is much more brutal than — and difficult 
than al-Qaeda, as I understand. 

General Stewart. The question is. Where is the tipping point? 
And it’s very hard to determine where that tipping point where, 
where the Sunnis in Anbar will go, “This is enough. There’s a dif- 
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ferent option, and we ought to counter ISIS.” So, I think there will 
be a tipping point at some point. We just don’t know where that 
will be. 

Senator King. But, a — as you just testified, a 10-to-l ratio of of- 
fense to defense going into a city like Mosul means you’re going to 
have a large, well-trained force. And it’s just a question of whether 
that’s going to be necessary, rather than let it fall of its own 
weight. And I guess that’s a question of timing. 

General Stewart. It’s a question of timing, yes, sir. 

Senator King. Quick question on cyber. It concerns me that all 
of our discussions about cyber are essentially defensive. We’re talk- 
ing about legislation to share information, we’re talking about 
greater rebutting of these kinds of intrusions. Should we think, Mr. 
Director, about developing an offensive capability to provide a de- 
terrent? It concerns me that now a — particularly a state actor can 
act essentially without fear of consequences. Whereas, the theory 
of deterrence in our nuclear field stood the test of time for 75 years. 
Should we think about a deterrent capacity so that people know 
that if they attack us in any kind of critical way, they’re going to 
suffer in return? 

Mr. Clapper. Yes, we — I agree with you. Senator King. We — and 
we do — you know, we do have offensive capabilities that I can’t go 
into here. I think the issue, though, is. What is the policy? What 
is it that would achieve cyber deterrence? And that is an issue 
that, at the policy level, we’re still, frankly, wrestling with. 

Senator King. But, it is one that — I’m delighted to hear that it 
is being wrestled with, and I think I heard you say that this is 
something that we need to consider. And, of course, to go back to 
Dr. Strangelove, if you have a deterrent and don’t tell people about 
it, it’s not a deterrent. 

Mr. Clapper. Well, that’s true. 

Senator King. Thank you. 

Thank you, Mr. Chairman. 

Chairman McCain. Senator Ayotte. 

Senator Ayotte. I want to thank the Chairman, thank both of 
you for what you do to protect the country. 

And I wanted to ask about Iran. And I know that in, your writ- 
ten testimony, you have said — and you previously testified. Direc- 
tor Clapper, before this committee, that Iran was on track, by this 
year, in terms of its ICBM program. So, since the negotiations have 
been ongoing on the nuclear program, has Iran continued to de- 
velop its ICBM program? And can you tell me what the status and 
the goal of that program would be from Iran? 

Mr. Clapper. The Iranians have continued on their space launch 
vehicle program, and recently put into orbit a satellite. And obvi- 
ously, that — any work they do on missile — missiles could conceiv- 
ably go towards work on an intercontinental ballistic missile. And 
it’s going to be hard to determine whether a given missile is 
launched for the purposes of a space launch vehicle, a satellite they 
want to put into space. Because if they do that, they also acquire 
proficiency, expertise, and experience in what could be a — an 
ICBM. And so, it’s a hard question to answer, because it has a lot 
to do with intent. But, there’s no question they have the technical 
competence. 
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Senator Ayotte. Do you think they have good intent, in terms 
of what they’re doing with their missile program? 

Mr. Clapper. Well, it’s — no. I mean, I think the huge medium- 
range ballistic missile force they have today that’s operational is — 
you know, I think poses a threat to the region now. So 

Senator Ayotte. And if they 

Mr. Clapper. — no, it’s not. 

Senator Ayotte. And if they were to get ICBM capability, that 
obviously poses a threat, in terms of our country, and the East 
Coast in particular. 

Mr. Clapper. Well, it could. I mean, it, again, depends on what 
they actually do. If they actually are able to — you know, it’s theo- 
retically possible they could attempt to launch one this year. So, 
this is something we just have to watch. But, again, the challenge 
for us is going to be, you know, determining just what their intent 
is. 

Senator Ayotte. Could you help me understand also, as we think 
about Iran’s activities, what types of other activities they’re engag- 
ing in to establish regional hegemony? 

Mr. Clapper. Well, they are certainly trying to, where they can, 
reach out diplomatically. The organization that we watch a lot is 
the IRGC Quds Force that I mentioned previously, their intel- 
ligence activities throughout the region. But, they will look to es- 
tablish their influence by whatever mechanism they can. 

Senator Ayotte. So, as I understand it, obviously they continue 
to support Assad, they have continued to support groups in the re- 
gion, including Hezbollah. What other activities — are they still — 
would you still characterize them as one of the largest state spon- 
sors of terrorism in the world? 

Mr. Clapper. They are still classified that way, yes. 

Senator Ayotte. Thank you. 

I would like to follow up on an issue that is hitting us at home, 
but I think has international implications, and that is of the inter- 
national drug trafficking that’s occurring. And, in particular, my 
home State of New Hampshire, we’ve had a devastating number of 
people who are dying from heroin overdoses. And so, I would cer- 
tainly like to hear your opinion. General Stewart, about what is 
happening, in terms of drug trafficking — in particular, heroin — and 
how is — are the networks that are being used for drug trafficking, 
are they also being used to fuel terrorism? 

So, General Stewart, if you could share that with me. And I’d be 
curious. Does Southern Command and Northern Command — what 
do they need, in terms of fighting heroin and also the drug traf- 
ficking that can be used to fuel terrorism, as well? 

General Stewart. I’ll have to look at the numbers again, but I 
don’t think drug trafficking is on the increase from our — through 
our southern borders. I think Pakistan and Afghanistan heroin pro- 
duction continues about at the norm that we’ve seen over the last 
several years. We’ve seen no indications that the drug trafficking 
routes are being used for terrorist activities or hostile actions. And 
I spoke recently to the folks down in Southern Command, and I 
don’t recall any request for additional capability to help them with 
the problem in the south. 

Mr. Clapper. If I can add. Senator. 
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Senator Ayotte. Yes. 

Mr. Clapper. I well recall, I think it was last year, when General 
Kelly, Commander of SOUTHCOM, testified with then-General 
Jacoby, who was the NORTHCOM Commander — they testified to- 
gether. And one of the challenges with drug trafficking is not so 
much a lack of intelligence — we have a lot of intelligence on it — 
is the lack of resource, particularly in the case of the ability to 
interdict, by the Coast Guard and others. And that, since General 
Kelly’s testimony, has been — is being addressed. I’ve spoken — dis- 
cussed that with the Commandant of the Coast Guard, and we are 
putting more of his capability, deploying more ships and planes, in 
the southern hemisphere. 

But, I think I would take, you know, a little mild disagreement, 
here, with Vince, that I think this is a — it is a problem, the — 
throughout this region, not only across the border, but through 
Puerto Rico is another vulnerability we have. And so — and we have 
pretty good intelligence on this. 

I think the challenge has been — and again, sequestration has 
had impacts — is on the ability to react and interdict. 

Senator Ayotte. I thank both of you. And I also noticed that, in 
your testimony. Director Clapper, you noted the incredible surge of 
heroin-related deaths since 2007. So, thank you. It’s a horrible 
problem. 

Senator Reed [presiding]: Senator Kaine. 

Senator Kaine. Thank you, Mr. Chairman. 

And thank you both for your testimony, both earlier in the week 
and today. Mindful that this is a — not a classified hearing, a few 
questions. 

My perception of the level of American and allied intelligence 
about the extent of the Iranian nuclear program is that, before No- 
vember 2013 and the beginning of the Joint Plan of Action (JPOA), 
the level of intelligence was good. Certainly there were gaps and 
challenges, but at least, if I go by public reports, the level of intel- 
ligence at — that all have, together, enabled some actions that have 
slowed the Iranian program. 

One of the reasons I supported the JPOA is my assumption that 
our intel sources haven’t gone away, but the inspections that were 
allowed — required under the JPOA, together with existing intel 
sources, would even give us a better level of intel, which would (a) 
help us determine if we needed, God forbid, to take military action 
to stop the program, and (b) enable us to better target any military 
action if, God forbid, we should need to take it. Am I looking at this 
the right way? 

Mr. Clapper. Yes, sir, I think you are. I will tell you that the, 
you know, huge — that the important aspect of any sort of agree- 
ment we might reach with the Iranians would be a very invasive 
and thorough surveillance and inspection capability on the part of 
International Atomic Energy Agency (IAEA). I think that would be 
requisite to any kind of an agreement. 

I — ^you know, we have, I think, a reasonably capable intelligence 
capability, but I wouldn’t want to rely on it, only, for verification 
that, in fact, the terms of the agreement were being lived up to. 

Senator Kaine. And, Director Clapper, I agree with the last point 
you made, is — I would look at any final deal, if one is reached, in 
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analyzing its content and determining whether I support it or not. 
The degree of inspections, to me, is the key factor, because that, 
combined with existing intel, is our guarantee of an ability to (a) 
know if there’s going to be a problem, and (b) take appropriate ac- 
tion — target an appropriate action to eliminate the problem. 

You indicated. Director Clapper, in earlier testimony, that your 
intel suggests that Iran is looking at the nuclear negotiation as sort 
of separate from this whole question of Iranian bellicosity and ad- 
venturism in the region, that these are sort of separate items. My 
sense is, there is at least one connection between the two. And this 
also bears on my analysis of any deal, if reached. And that is this. 
Any deal, if reached, would involve sanctions relief — i.e., dollars to 
Iran. And they use dollars to carry out adventurism. I think — you 
know, just from what I’ve heard, some of the sanctions relief al- 
ready may have enabled them to invest more heavily in running 
Syria as a puppet state or invest more heavily in the Quds Force 
or other agents that are destabilizing governments outside of their 
own borders. And so, to at least that extent, as we look at any deal, 
if there is such a deal, there could be a connection between a deal 
and Iranian bellicosity outside their borders. 

Mr. Clapper. Perhaps, sir. And, in a classified environment, I 
can go into this a little bit more. But, the sanctions have had im- 
pacts on — financial impacts on the Iranians, and it — that, in turn, 
has impacted funding for the military and for even the Quds Force. 
So, I 

Senator Kaine. Yeah. 

Mr. Clapper. — perhaps best left to a classified environment 
for 

Senator Kaine. Thank you. 

Mr. Clapper. — more details. 

Senator Kaine. We have had two meetings of the Senate Foreign 
Relations Committee, in the last 3 weeks, where we’ve heard from 
leaders from the region who are engaged in the fight against ISIL. 
King Abdullah was with us about 3 weeks ago, and he told us, in 
a coffee at the Foreign Relations Committee, that American ground 
troops as part of this battle of ISIL would not be a good idea, in 
his view. Yesterday, we had a coffee with the Emir of Qatar, 
Sheikh Tamim, who also said American ground troops is a bad idea 
because it would convert the perception of the battle against ISIL 
to the United States or west against ISIL rather than, “We are en- 
gaging in a battle to clean up our own regional extremists. And we 
want the — we want America’s help on that.” But, they both offered 
us advice that American ground troops would be problematic, be- 
cause it would enable, from a propaganda standpoint, this being 
positioned as American or Western occupation, and that America is 
the point of the sphere — the spear against that terrorist threat. I’d 
just report that to you, and I would be curious to either of your’s — 
your reactions to those comments from trusted allies. 

Mr. Clapper. Well, the — I have had similar discussions with the 
King, and he is a staunch proponent, an articulate one, for, you 
know, “the people in the region have to take this on and have to 
lead,” and that, you know, the United States — anytime we show up 
someplace, then, you know, we’re a — we’re, by definition, occupiers. 
He — ^you know, he recognizes, as do many others, that, at some 



78 


point, there will be a need for boots on the ground, but hopefully 
others, not the United States, because that engenders its own chal- 
lenges and issues. 

Senator Kaine. Thank you. 

Thank you, Mr. Chairman. 

Senator Reed. Senator Sessions. 

Senator Sessions. Thank you. Senator Reed. 

And just to follow up on Senator Kaine’s comment, I think we 
need to reestablish where we are, or confirm where we are, not — 
Director Clapper, is it still our policy that no options are off the 
table and that Iran should not have a nuclear weapon? 

Mr. Clapper. That’s my understanding, yes, sir. 

Senator Sessions. That’s your understanding. Do you have any 
doubt about it? 

Mr. Clapper. I take what the administration said for its word, 
that all options are not — no options are off the table. 

Senator Sessions. Well, I think that’s true. We had a very im- 
portant hearing yesterday on nuclear forces and strategic forces. 
And one of the things I came away with was greater concerns than 
I had before about the proliferation impacts, the instability in the 
region that could occur from a nuclear-armed Iran. And I just think 
that we’ve got to be careful about that. And I do remember that 
the CIA reported, in, what, early 2000s, that Iran wasn’t intent on 
building a nuclear weapon. That was wrong, was it not? 

Mr. Clapper. Well, up until 2003, they were. Right now, they — 
and, of course, the — we believe the Supreme Leader would be the 
ultimate decisionmaker, here. And, as far as we know, he’s not 
made a decision to go for a nuclear weapon. I do think that they 
certainly want to preserve options across the capabilities it would 
take to field one, but right now they don’t have one, and have not 
made that decision. 

Senator Sessions. Well, we’ve been 

Mr. Clapper. But, I agree with you, it would be very — it would 
be very profound and very destabilizing if they were to achieve a 
nuclear weapon. 

Senator Sessions. Is — I mean, it really makes us face some real- 
ly tough choices. Our — I don’t — but, I don’t think there’s any doubt 
they were — they would never — they never relinquished the inten- 
tion to build a weapon. The CIA report was in error. And they are 
closer today. And every month that goes by, it seems they get clos- 
er. 

General Stewart, I had the honor to be briefed by you in 2006 
or 2007 in the al-Anbar region in Iraq. And you gave us a remark- 
able briefing about how you had — the marines had worked with the 
tribal leaders, and they began The Awakening that allowed them 
to remove al-Qaeda from that region after great, great commitment 
by the marines and other forces. 

This is what I would like to see. I am not for any major, massive 
American troop leadership in Iraq, but I do think — and I want you 
to give us your best judgment — ^but isn’t it true that even a few em- 
bedded forces with the Iraqis with the ability to communicate to 
aircraft and bringing in smart bombs and to assist them, that that 
does encourage them, and that the Iranian forces fight better under 
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those circumstances than if they don’t have the confidence that a — 
even a small American presence with them brings? 

General Stewart. Senator, let me answer the question this way. 
Senator Kaine raised a great point of what we’ve heard. The best 
propaganda victory that we could give ISIL is to make this a fight 
between the West and Islam — and ISIL. But, being able to provide 
ISR, precision fires, some command and control will certainly help 
those forces — Iraqi forces — to be much more effective on the ground 
than left to their own devices. 

Senator Sessions. And — all right, I agree with that. But, I’m just 
asking you, from your experience with them, isn’t it true that there 
is more confidence, even if there are just one or two Special Forces 
there with them — not out in the — leading the fight — 

General Stewart. Right. 

Senator Sessions. — but with the forces that are advancing? 

General Stewart. There is a great sense of comfort when U.S. 
forces are with our partners to provide precision, to provide com- 
mand and control, to help bolster leadership. There is some advan- 
tage, yes, sir. 

Senator Sessions. With regard to the momentum that we have 
there, aren’t there — I mean, we have a large Iraqi army. And 

Is my time up? My time’s up, Mr. Chairman. Thank you. Maybe 
we’ll 

Chairman McCain [presiding]. If you want to finish your ques- 
tion — 

Senator Sessions. How — are they — can’t some of those divisions, 
some of those units, be utilized now to blunt the momentum that 
they have — that ISIS has achieved, and maybe take the bloom off 
their rose and give some confidence again, in the Iraqi forces, that 
they can retake the territory, and the sooner is better than later? 

General Stewart. Yes, Senator. In fact, they have blunted the 
ISIL advance. And, best as we can guess, ISIL has lost territory 
over the last couple of months. So, it’s not just the Iraqi Security 
Forces. You have the Kurdish forces that are involved. And they 
are making a difference. I wouldn’t categorize the difference as sig- 
nificant, but they are, in fact, causing ISIL to lose territory at this 
point. 

Senator Sessions. We’ve been training them for a decade. Not as 
if they need another — I don’t know. I’m — a little odd that we need 
another 6 to 9 months of training, when I thought we were training 
the Iraqi armies for nearly a decade. 

General Stewart. When we talk about the 6 to 9 months addi- 
tional training, it is to deal with an urban fight, which is very, very 
different, very complex, requires a great deal of skill, a great deal 
of precision to be successful. 

Senator Sessions. Thank you. General, in your leadership and 
your commitment to fight this 

Chairman McCain. Also has to do with the collapse of the Iraqi 
army. 

Senator Manchin. 

Senator Manchin. Thank you, Mr. Chairman. 

And thanks, both of you, again for being here. And just a couple 
of questions I have. 
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Following up on the Iran nuclear capabilities that they may 
have, since we know that they haven’t dismantled — they might 
have downgraded some of their enriched uranium — are we just pro- 
longing the inevitable? I mean, they’re going to be able to get up 
to enrichment and to armament speed pretty quickly, if they de- 
sired, unless there’s an absolute dismantlement of their 

Mr. Clapper. Well 

Senator Manchin. — capabilities. Director Clapper? 

Mr. Clapper. — that’s obviously the concern, and that’s why the 
importance of intrusive and comprehensive surveillance and inspec- 
tion is so critical, to make sure they don’t, particularly, enrich to 
highly enriched uranium. 

Senator Manchin. But, we’re not doing away with any of their 
centrifuges. They’re not downgrading some of the things that they 
can, or taking away their capabilities. I don’t think our agree- 
ment’s — 

Mr. Clapper. Well, that’s 

Senator Manchin. — going to achieve that. 

Mr. Clapper. — that’s to be determined. That’s a — ^you know, 
the — and I don’t want to talk too much about this 

Senator Manchin. Sure. 

Mr. Clapper. — ^because of the delicate state of play with the ne- 
gotiations, themselves. But, that’s all in play as part of the negotia- 
tions. 

Senator Manchin. Well, I have a concern. 

If I could switch gears over to China and — basically, our partners 
in Asia-Pacific area, especially Taiwan. They’re growing uneasy 
about China’s access area denial strategy which seeks to limit 
American power in that region. Can you please update us on Chi- 
na’s effort to deny American access to the Asia-Pacific region, sir? 

Mr. Clapper. Well, the Chinese — and I can’t go into a great deal 
of detail here, but the Chinese are embarked on extremely impres- 
sive military modernization program across the board. And their 
modernization program is deliberately designed to counteract or 
thwart what they feel are our strengths; meaning carrier aviation, 
our bases, C4ISR, and our abilities in space. And they are doing 
specific things in each one of those realms to deny us, first, poten- 
tially, surveillance, command and control, as well as what they 
view is our primary weapons — our primary strengths. I can cer- 
tainly go into — in more detail if you’re — if you’d like, in a classified 
setting. 

Senator Manchin. Okay. I’m just — I guess you’re not able to 
speak about their developing capabilities within the last 10 years 
or what they’re accelerating. I’m understanding they’re accelerating 
very fastly. You said they’re impressive. 

Mr. Clapper. They are. And they also are getting more and more 
into the realm of indigenously designing and producing things, 
rather than relying on others, notably the Russians. 

Senator Manchin. Okay. Let me see, I had one more here for 
you. 

We talked about, I think, in a closed setting — ^you might be able 
to talk about it in generality here — as far as ISIS, their ability, as 
far as financial ability, to attract the dollars they do, be able to op- 
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erate the way they can. And are we having any success in shutting 
down that money flow? 

Mr. Clapper. Well, they — again, I’ll have to speak in general- 
ities, here — they acquired a lot of funding initially, some of which 
was derived from overrunning Iraqi banks. 

Senator Manchin. Sure. 

Mr. Clapper. That’s going to dry up. And, of course, the air- 
strikes against the oil has made that — forced them to go to sort of 
mom-and-pop stills. And, as a consequence of the brutality, the do- 
nations that they’ve received are tapering off. So, I think, again, 

this says something about an attrition 

Senator Manchin. I 

Mr. Clapper. — approach which I think, over time — and the other 
thing, of course, that’s draining resources is the demands that they 

have for governance, particularly in large 

Senator Manchin. Yeah. 

Mr. Clapper. — cities like Mosul. 

Senator Manchin. Just a — just very quickly. But, the rapid rise, 
as far as in their — when we first heard about ISIS, it was 3-, 5,000, 
then it just seemed to leapfrog to 10-, 15-, 20-, and 30-. Were they 
paying their soldiers, or attracting because of better pay than — 

Mr. Clapper. The reason they 

Senator Manchin. — al Qaeda and Taliban? 

Mr. Clapper. The reason they — there was sort of mushrooming 
growth there, and the initial phases when they did their attacks in 

northern Iraq 

Senator Manchin. Sure. 

Mr. Clapper. — was because the — this is largely a Sunni region. 
They were very receptive, frankly, to joining up with ISIL, which 
I think many viewed as a better protector of themselves and their 
communities and their families than were the Iraqi Government. 
So, that’s what occasioned the joining up. 

Senator Manchin. Do you have any 

Mr. Clapper. Now, we’re — we’re now seeing anecdotal evidence 

of their having — and paid, you know, money 

Senator Manchin. Were they paying better than 

Mr. Clapper. They are 

Senator Manchin. — everybody else? 

Mr. Clapper. — also having to reduce the amount of money 
they’re paying some of their fighters. 

Senator Manchin. So, that should reduce — that could reduce 
some of their strength, right? If they don’t pay them as well as 
somebody else? 

Mr. Clapper. That and the — and what we’re also seeing — again, 
anecdotal evidence of — they’ve been driven to conscription. In other 

worse, forcing people to join the ranks to 

Senator Manchin. Gotcha. 

Mr. Clapper. — sustain their fighter force, particularly as they’ve 
taken some pretty heavy losses — notably, in I^obani. 

Senator Manchin. Thank you, Mr. Chair. 

Chairman McCain. Senator Sullivan. 

Senator Sullivan. Thank you, gentlemen, for your wonderful 
service to our country. 
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General Stewart, you may have noticed the Chairman has a par- 
ticularly soft spot in his heart for marines. He’s probably treated 
you in that regard. So 

General Stewart. I’m pretty delighted about that, too. Senator. 

Senator Sullivan. Yeah. Well, I’ll make sure he keeps treating 
you with kid gloves. I’m sure. 

I want to thank you gentlemen for what you’re doing, because I 
think that your service, particularly providing real, accurate threat 
assessments to not only the Congress, but to the American people, 
the administration, is absolutely, fundamentally critical if we’re 
going to get a hold of these — many of the challenges that we face 
right now as a country. And you probably noticed that this com- 
mittee has had several hearings over the last several weeks about 
these assessments with some luminaries. Democrat, Republican, 
former Secretaries of State, former four-star generals, about what 
they see as some of the challenges and strategies that we need. I 
think there was consensus that we’re living in a very challenging 
environment. Henry Kissinger mentioned it was one of the most 
challenging that he’s ever seen in his career, which says a lot. 

What I want to touch on a little bit is what I see as a rather dis- 
turbing disconnect between some of the testimony that comes from 
gentlemen like yourself from this whole series of hearings that we 
had and the disconnect between that and senior administration of- 
ficials. Let me give you a few examples. 

The President, himself, in the State of the Union, talked about 
the crisis of 9/11 and everything has passed. Went through a whole 
list of things that made it sound like we’re living in a very benign 
world environment. 

The Secretary of State yesterday talked about, “actually living in 
a period of less daily threats to American and people in the world 
normally.” That was his quote. 

The recent National Security Strategy document from the White 
House lists, I believe, climate change if — as one of the top, if not 
the top, national security threat, relative to, say, Iran gaining nu- 
clear weapons, or ISIS. 

Do you agree with these assessments from the senior leadership 
of the administration, that we’re living in a less daily threat- 
ening — that Iran gaining nuclear weapons is less of a threat than 
climate change? I really need — I think it’s critical that we level 
with the American people what exactly are the threats that we face 
as a country right now. And I don’t think we’re getting it from the 
administration. 

Mr. Clapper. Well, I think our function, in the intelligence com- 
munity, is to portray, as accurately as we can, what we see as the 
threats. We probably always occupy the half of the glass that’s 
empty, and policymakers, and oftentimes military commanders, 
will occupy the half of the glass that’s full. Probably the real truth 
is at the water line. 

I think our instinct, frankly, is to perhaps — I’ve been criticized 
for this — worst-case the situation. Having been on the receiving 
end of virtually every post-event critique investigating intelligence 
failures since September 11, I think we are much more conserv- 
ative and much more cautious than others might be about the na- 
ture of the world out there. But, I think we have a certain institu- 
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tional responsibility, which we try to discharge. If others don’t see 
it that way or others don’t agree, that’s certainly their prerogative. 

Senator Sullivan. So, do you agree with those assessments 
that 

Mr. Clapper. I’m not in the mode of — we don’t do policy, and I’m 
not critiquing those who do make it. 

Senator Sullivan. Okay. I don’t think that’s policy that they’ve 
been putting out. I think it’s — they’re giving threat assessments to 
the American people that are inaccurate. But, let me 

Mr. Clapper. Well, climate change 

Senator Sullivan. I’ll move on 

Mr. Clapper. I mean, climate change, for example, I think will 
have — does have national security implications. It — if you watch 
what’s going on in the Arctic now, and the impacts on climate 
change, in terms of water availability and this sort of thing, does 
have national security implications. I probably wouldn’t rank it up 
there as problem or threat number one, but it is a serious concern. 

Senator Sullivan. Let me just ask General Stewart. The — ^you 
know, the — Senator Manchin was talking about the increasing re- 
cruitment of ISIL. What role do you see that they are perceived as 
continuing to win, as continuing to be victorious, as continuing to 
be kind of a team that’s gaining ground, not being defeated? I 
think — in your experience. I’m sure that if a recruit thinks he’s 
going to go join a team and get killed, he probably is not going to 
be interested in joining that team, but if they seem to be perceived 
as kind of gaining ground — North Africa now, Syria, Iraq — do you 
think that that helps in their recruitment efforts? 

General Stewart. A very capable propaganda media operation 
that emphasizes their success and their victories, however small, 
and that is a basis for attracting those who would move to that ide- 
ology. So, their success on the battlefield, or perceived success, or 
the way they’re presented, certainly helps them in gaining recruits 
for the fight. 

Senator Sullivan. Thank you. 

Thank you, Mr. Chairman. 

Chairman McCain. Senator Gillibrand. 

Senator Gillibrand. Thank you, Mr. Chairman. 

Thank you both for being here today. 

The execution of Coptic Christians in Libya by terrorists affili- 
ated with ISIL raises a question about ISIL’s ability to coordinate 
with other groups. What’s your assessment of the links between 
ISIL in Syria and Iraq and the groups that have acted in its name 
outside of those two countries? 

Mr. Clapper. If you’re referring to ISIL’s other chapters or prov- 
inces, so-called, if that’s what you — if that’s what you’re referring 
to? 

Senator Gillibrand. Yes. 

Mr. Clapper. And what’s the connection there? 

Senator Gillibrand. So, what’s your assessment of their ability 
to coordinate, to communicate, to engage in terrorist acts outside 
of Syria and Iraq? 

Mr. Clapper. If you — do you mean the homeland or elsewhere in 
the world? 

Senator Gillibrand. Your choice, but both would be good. 
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Mr. Clapper. Well, I think what they’ve tried — they’re trying to 
do, of course, is to create the — both the substance and, maybe more 
importantly, the image of this global-scale caliphate by establishing 
chapters or franchises, if you will, in places like Libya, Egypt, 
Yemen, and South Asia. The extent to which, though, they — this is 
some monolithic organization, where ISIL in al-Rikah or Abu Du’a 
or Baghdadi is calling the shots in, say, Afghanistan/Pakistan, I 
don’t see a lot of evidence of this. I think this is more about pledg- 
ing allegiance to the brutality and the savagery of the — of ISIL. 
But, the first and foremost issues for these local chapters is local. 

I think, aspirationally, there is a threat that ISIL poses, poten- 
tially, to the homeland, and those they might harbor in their area, 
particularly in Iraq and Syria, who would do us harm. 

Senator Gillibrand. I agree with that assessment. And we just 
had a recent case out of Brooklyn, where we had threats being 
made. 

You mentioned Yemen. Could you just briefly 

Mr. Clapper. If I 

Senator Gillibrand. Go ahead. 

Mr. Clapper. If I might comment on that, ma’am, this is what 
I was referring to in my oral statement about — and this is a real 
challenge for all of us in — whether homeland security or intel- 
ligence — is the appeal, the rhetorical or spiritual appeal that, be- 
cause of the effective — very highly effective media capabilities that 
ISIL has demonstrated, and how that — they are able to appeal to 
people, who then can act on their own at a time — in a time and 
place and circumstance of their choosing. And that is a very worri- 
some challenge, particularly in this country. So, not so much them 
commanding/controlling plots as much as 

Senator Gillibrand. Inspiring 

Mr. Clapper. — inspiring them. 

Senator Gillibrand. — plots, right. 

So, do you have recommendations for us about ways to stem that 
tide? Do you believe that our allies and other countries are doing 
their fair share? Particularly, I am concerned about the flow of for- 
eign fighters, some of them from the United States, from Europe 
into — in and out of Syria. For example, what should Turkey be 
doing to help us more? 

Mr. Clapper. Well, as we discussed before, Turkey has its own 
focus, which doesn’t necessarily comport with ours, in terms of fo- 
cusing on ISIL or al-Qaeda. They have very permissive laws. It 
would be good if they could — if we could — if they would change 
them to have more stringent controls over who transits through 
their country. 

I do — I would volunteer that I think, because of the effectiveness 
of the media campaign or the propaganda campaign that ISIL 
mounts, that we, the United States, and we, the West, we who op- 
pose ISIL need to be, I think, much more aggressive in mounting 
the counternarrative. 

Senator Gillibrand. Thank you, Mr. Chairman. 

Chairman McCain. I want to thank the witnesses. 

Just before we conclude, could I just, again, take a look at that 
chart over there — General, I know you’ve seen it — as to the expan- 
sion of the Chinese by filling in areas in the South China Sea. 
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That’s a rather dramatic change, it seems to me. And obviously, 
they’d be filling in — that in, in order to place installations there. 
Is — could you talk a little bit about that before we conclude? 

Mr. Clapper. Well, the Chinese, of course, have had their exorbi- 
tant claims, the so-called “Nine-Dash line,” throughout the South 
China Sea, been very aggressive about pursuing that. The — and, of 
course, this runs afoul of counterclaims that many of the other 
countries also have in the same area. And they, too, are very con- 
cerned about it. In fact, I think, in a sense, that’s — that may be a 
good thing, because, in the end, their strength is going to be as — 
if an act — they can act collectively. 

So, what the Chinese are doing, here, of course — in one case, you 
know, building airfield — an airdrome so that they can launch air- 
craft in and out to do patrols and surveillance and further exert 
what they consider is their sovereignty over the South China Sea. 
And it has been impressive, in the last year, year and a half since 
they’ve been doing this, as they pursued drilling, which has caused 
conflict with the Vietnamese and others. And so, this is a worri- 
some trend of the Chinese because of the tensions it’s going to cre- 
ate in the South China Sea. 

Chairman McCain. So, you’ve 

Mr. Clapper. But, they’ve been very aggressive about it. 

Chairman McCain. So, you’ve got, not only the capability to 
build an airfield, but, obviously, weapon systems. Could also be — 

Mr. Clapper. Well, they could, exactly. 

Chairman McCain. Yeah. 

Mr. Clapper. Of course, they’re still in the construction phase, 
so what they actually deploy to something like this, or whether 
they permanently — they make it big enough so they could perma- 
nently station forces, that’ll be interesting to see what they do. 

Chairman McCain. Well, obviously our attention is on other 
parts of the world, but this is really quite a major step on their 
part. And I thank you for helping us out on that. 

Jack, do you 

Senator Reed. I’d — if I may, with just one question, in reaction 
to Senator Gillibrand’s questioning. 

We all understand, there’s a huge, sort of, public campaign that 
ISIL is undertaking to attract recruits, to dramatize what they’re 
doing. And you may not be able to comment in this setting. But, 
are we taking steps to interdict that communication so that they’re 
not able to put things up and attract recruits and communicate? 

Mr. Clapper. Well, the problem there is, their ubiquitous use of 
the media. And so, the challenge is. How do you take down the 
Internet? Because that’s more and more what they’re doing. In the 
day when al Qaeda or ISIL put these things out, it was kind of 
channelized, and we kind of watched it, and could do that. They’ve 
gotten wise to that, and now they make it very difficult, because 
of the universal forums and the way they get things out so ubiq- 
uitously. Very hard to control it. Ergo, what we must do, I believe, 
is counter the messages. 

Senator Reed. Thank you. 

Thank you, Mr. Chairman. 

Chairman McCain. General, I know you’ve had a — are going to 
have and are having a very busy couple of days, and I know you 
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understand that we have our responsibilities to try to inform mem- 
bers in the Senate so that we can shape legislation to help you do 
your job more effectively and efficiently. 

And we thank both of you for being here. 

This hearing is adjourned. 

[Whereupon, at 11:28 a.m., the committee adjourned.] 
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